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Paszpea 1
OB ITOJIOKEHUS

Ya.l. Hacrosmure mpaBuia KacasT IpolLeca Ha YNpaBiIeHHE Ha JKU3HCHHUS LHKBI Ha
MHPOPMAIMOHHUTE U KOMYHHKAIIMOHHUTE CUCTEMH U TEXHUTE KOMIIOHCHTH B PAMKHTE Ha
obmuHa J[xebern.

Y;.2. VcinoBusTa, HAUYMHBT M pEIbT 3a NpUAOOMBaHE, BBHBEXJIAHE B EKCIUIOATALMA,
MOJUIPHXKa, MPEMECTBAHE/U3HACSHE, U3BEKIAHe OT CKCIUIOATallks ¥ YHHINOXKaBaHE Ha
MH(QOPMAIMOHHU ¥ KOMYHUKAIIMOHHHM CUCTEMH ¥ TEXHUTE KOMIIOHCHTH B obmuHa J[xeben
ca B komretennuute Ha qupekius MJITOC Ha obmuHara.

Y1.3. OnucsT Ha HHPOPMALIMOHHKUTE AKTHBH 10 CMHUCHJIA HA WL 5, all. 1, 1. 1 ot Hapenbara
3a MAHEMATHHTE H3MCKBAHHUS 3a MpexoBa M mHpopmauuonHa curyproct (Hapenbara),
ChIbpXKa MHPOpMANKs, HeOOXOIMMA 32 Pa3peliaBaHeTO Ha MHIMICHTH, aHAI3 U OlCHKa
Ha pUCKa, yIpaBIeHHE Ha yA3BUMOCTH ¥ YIIPABICHHE HA M3MCHCHHUATA, KaTO:

e/IHO3HAYHA MICHTH(HKAIIUS, KATO HHBEHTapEH, CepHEH HOMEP WX JIp.;

OCHOBHH XapaKTEPUCTHKH,;

YCIIYTH, IPOLIECH M IEHHOCTH, B KOUTO Y4acTBa;

MECTOMOJI0KEHHE;

rOJIMHA Ha IPOM3BOCTBO, KBIETO € MPHIIOKUMO;

JlaTa Ha BbBEXK/IaHEe B €KCIIIoaTalys, KbJICTO € MIPUII0KUMO;

BEpPCHSL, KBJETO € IIPUIIOKUMO;

MECTOHAXOX/ICHHE Ha CBBbp3aHaTa ¢ HEro JOKyMeHTauus —(TeXHHYeECKa,
eKCIUTOATAIIMOHHA, OTPEOUTEIICKA | IP.);

9. OTroBOPHO JIHIIE.

i I

Y14, (1) HacrosimuTe mpaBuiia ca MPUETH B CHOTBETCTBAE C M3MCKBAHETO Ha HI. 5,am 1, 1.
6 ot Hapenbara ¢ uen HamansBaHe Ha PUCKA OT MHIM/ICHTH, HACTBIIMIIA B PE3yITat Ha
M3MEHEHHs BBB BAXHHTE 3a JAeiiHocTTa HWHGOpPMAlMOHHM AaKTUBH, W MO-TOYHO B
MHGOPMALMOHHATE M  KOMYHHKAIMOHHUTE  CHCTCMH M oOciayxBam@ara TIH
MHPPACTPYKTYpa, B IIPOLECUTE U ICHHOCTUTE, B KOH(Urypanuure, B copTyepa il BbB

bBpMyepa.

(2) Tpem U3BLPIIBAHETO HA H3MEHEHHS], H3PHYHO ONIPABOMOIICHH CIIy)KUTEIIA HA obmmHaTa
TIpaBAT aHAIN3 U OLEHKA Ha PUCKA 32 BCEKH KOHKPETCH cllydait U B CBOTBETCTBHE C WI. 7
ot Hapenbara.

(3) U3menenusra ce:

1. IUTAHMpAT, KaTo Ce ONMPENENAT CPOKOBE U OTTOBOPHOCTH 3a BCAKA JIEMHOCT, KOSTO 1€
O'bJIe U3BBPIIEHA TPEH, TI0 BpeMe Ha H CJIEl M3MCHCHUCTO,

2. chIacyBarT MpeJBapHTEIHO ¢ BCHIKH CTPaHH, IMAIH OTTOBOPHOCTH KBM MPOLIECUTE
U JIeHOCTUTE B 00XBaTa Ha Hapea0aTa;

3. 0100psBaT OT aJAMHUHHUCTPATHBHHUS OpraH, HIH OT U3PHYHO YIBIHOMOIICHO OT HEro
JIAIE;



4. omoBecTABAT IO MOAXO/IAI] HAYWH HAa BCUYKH CTPAHHU, KOUTO Ca 3aMHTEPECOBAHM;

5. uHpOPMHUpAHETO HA 3aMHTEPECOBAHHMTE CTPAHHU TPAOBA 1a € TMOHE 3 JHHU IPEeJH Jia ce
HarpaBy U3MEHEHUETO;

6. TmpoBepsBaT B TECTOBA CpeJa.

(4) O6muHaTa pa3paboTBa IJIaH 3a BPBUIAHE HAa CUCTEMHUTE B MPETUITHOTO UM ChCTOSHHUE, 32
71a ce HaMaJld TPOIb/DKUTETHOCTTA Ha OTEHIMAICH HHIMICHT, HACTBIIMI B PE3Y/ITaT Ha
U3MEHEHUETO.

Yn.5. (1) Ilpu paspaGoTBaHe Ha NPOEKTH W TEXHHYECKM 3aJaHus OOMIMHATA BKIIFOYBA
aJleKBaTHA M KOMIUIEKCHM H3MCKBaHMS 3a MpeXoBa M HH(POpMAIMOHHA CHIYPHOCT,
OCHOBAHU Ha aHAJIU3 ¥ OIIEHKA Ha PUCKa, C LeJI 1a Ce TapaHTUpa, Y€ U3MCKBAHOTO HUBO Ha
CHI'YPHOCT Ha HH(POPMALHATA, MPEXHUTE ¥ MHPOPMALMOHHUTE CUCTEMH € 3aJI0XKEHO OLIe
B €Tama Ha pa3paboTKa U BHEIPSBAHE.

(2) U3roTBeHHTe TEXHUYECKH 3aJaHNs/CrienuduKanyy o ai. 1 ce BIUCBaT B PETHCTHPA 110
w1 51 or Hapenbara 3a oOmmTe W3UCKBAHMS KbM HMH(pOPMAIMOHHHTE CHCTEMH,
PETHCTPUTE U EEKTPOHHHUTE aJMMHUCTPATHBHH YCIYTH U €€ YTBBPXKABaT ChIIIACHO "II.
53 or cemara Hapemba ot mpencemarenst Ha JIA "EnekTpoHHO yrpaBieHue" MM
OTIPE/IENIEHO OT HETO JUTBXHOCTHO JIHIIE, B CPOK JIBE CEIMUIIM CJIE]| BIIUCBAHETO HM.

(3) ObmMHATa BbBEXK/[a B €KCILIOATAIHs HOBH HH(POPMAIOHHU 1 KOMYHHKAIMOHHH CHCTEMH
TJIAHAPAHO M CJIe]] YCIIEIIHO MPOBEIEHH U IOKYMEHTHPAHH TECTOBE, 0Ka3Balll 3alliuTata
Ha uHpOpManuUsTa OT 3aryda Ha JOCTBIIHOCT, MHTCITPUTET U KOH(UIEHIIMATHOCT.

Yn.6. (1) O6muuaTa mopIbpxa MHPOPMAIMOHHA M KOMYHHKAIMOHHA uHPPACTPYKTYPAa,
KOSTO FapaHTHpa, Y€ HHPOPMALMOHHHUTE 1 KOMYHUKAIHOHHUTE CUCTEMH, H3IIb/IHABAIIH
pasnuyHd  (QYHKUHMH, ca pa3Je/leHd M H30JIMpaHH TMOMEXIy CH ¢usnyecku H/UIH
JIOTHYECKH, KAKTO M Y€ ca pa3JeieHd H H30JIMpaHu OT HH(OPMAIMOHHATE |
KOMYHHKAIIHOHHUTE CUCTEMH Ha TPETH CTPAHH, C LeJI JIa C€ OTPaHNH PaspOCTPAHEHUETO
Ha WHIUAEHTH ¢ Mpe)XoBaTa ¥ MH()OpMaIlHOHHATA CHTYPHOCT.

(2) B ciyuait 4e naaeHa cHcTeMa € ChCTaBeHa OT MOJICHCTEMH, PasAC/IAHETO MM C€C
OCHILECTBSBA HA TOCTEAHO (H3MYECKO WM JIOTHYECKO HMBO, Karo yed ChpBBHPBT,
CBPBBPBT C TIPUIOKHUS copTyep U ChPBBPBT C Oa3aTa JaHHHM HA C/HA uH(popMalMOHHA
CHCTeMa Ce pasIojiaraT Ha pa3IMyHM MAIlMHU U B Pa3IMIHA MPEKH.

Yn.7. (1) OGmmHaTa rapadTupa, 4e TpaQuKbT MEKIYy OTACIHATE CHCTEMH M TEXHATE
[OJICHCTEMH € KOHTPOJIMpaH upe3 moaxozsuio duirpupane (mo IP axpec, Mo mpoToKox,
o Homep Ha nopt ot Transmission Control Protocol (TCP)/Internet Protocol (IP)) ¢ men
NpEBEHIMs HA €BEHTYAIHH aTakKi 1 OrpaHM4aBaHe Ha Pa3sNPOCTPAHEHUETO Ha MHIMACHTH.
dunrpupanero Ha Tpaduka TpAOBa Ja ObAe MO NPEIBAPUTEIHO PasIUCAHH U 0100peHH
NpaBHJIa, OCHOBABAIIM C€ HA QYHKIMOHATHOCTTA U CHTYPHOCTTA, KOUTO TpsOBa 1a ObaaT
PEAOBHO MIpOBEpsABaHHU 3a HCpCFHaMCHTI/IpaHI/I U3MEHCHH U Ja 6BﬂaT aKTyaJlu3upaHHu C
orJiel Ha HOBOBB3HHUKBAIIY 3aIlIaXH.



(2) Henyxmuure noprose no npotokou TCP u User Datagram Protocol (UDP) ce 3abpausiBar
ype3 aJeKBaTHO KOH(HUIypHpaHe Ha H3MOJI3BAaHUTE COPTYEPHH DELIECHHUS, XapayepHH
YCTPOUCTBA ¥ 000pY/IBaHE 3a 3all[UTa U KOHTPOJ Ha TpadHKa.

Yn.8. (1) ObmuHara mnpuemMa SCHO Je(QUHMpAHH IOJUTHKH OTHOCHO HEOTOPU3MPAHOTO
M3II0JI3BaHE Ha!

1. JMYHU TEXHUYIECKH CPEJICTBA B MPEXKATA, KOATO KOHTPOJIUPAT;
2. TPEHOCHMHU 3alKCBaIly yCTPOHCTBA.

Y.9. (1) O6muHuaTa npuiara cjieJHUTe MEPKH 3a 3alllUTa Ha NPO(QUIIUTE C AIMUHUCTPATHBHH
npasa 3a HHGOPMAIIMOHHATE U KOMYHHKAIIMOHHATE CUCTEMHU U TEXHUTE KOMIIOHEHTH:

1. mpeaM BbBEXIAaHE B €KCILIOATALMS 3ab/DKUTEIHO CE CMEHSAT MICHTU(UKALMOHHUTE
JaHHM Ha aJMUHMCTPATOpa, BBBEACHH IO IOApa3OMpaHe WM HHCTAIUPAHH OT
IPOM3BOIUTENIS/ TOCTAaBYMKA HA MHPOPMALIMOHHHUS aKTUB,;

2. aJIMHHHCTPATOPCKUTE Mpo(UIM ca IEPCOHAIHH,

aMUHHUCTPATOPCKUTE MPOQGUIIN Ce U3MOI3BAT CaMO 3a aIMUHUCTPATHBHHU 1IEIIH;

4. aJIMMHHCTPATOPCKUTE MPO(UIN Ce Ch3JaBaT caMO Ha CIY)KHTEIH, KOUTO U3BbpIIBAT
aIMHHHUCTDAaTHBHM  omepaiuud (MHCTaIMpaHe, KOHUrypupaHe, YyIpaBJEHHUE,
HOUIPHKKA U T. H.);

5. mpaBaTa Ha BCEKH aJIMHHHCTPATOPCKH aKayHT Ca OTPaHHYEHH BbB BE3MOXHO Haid-
roisMa cTemeH 10 (YHKIMOHATHUS M TEXHUYECKUS MEpUMEThD Ha BCEKH

(98]

aIMUHHCTPATOP;
6. JaHHMTE 3a aBTEHTHKAIUATA HA aIMHHUCTPATOPCKUTE aKAyHTH:
ca pa3JIMyYHH 3a BCSKa CUCTEMA,
8. ca C BB3MOXHO Hali-rolsiMa CIOXHOCT, MO3BOJICHA OT CHCTEMara WM HEHHUA

~

KOMITOHEHT;

9. ce chXpaHABaT MOAXOMANIO GH3UYECKH M JIOTHICCKH 3AIUTEHH, KaTo JOCTHII 110 TAX
MMa caMoO OTOPHM3MPAH MpeJICTABUTEN HA [KOHKPETHA 3a BCAKA OOIIMHA CTPYKTypa:
JIMPEKIAS, OTJIEN WIH CITY>KUTEN];

10. mojxbpXa CIMCHK Ha aJIMHHHCTPATOPCKHTE NpOoGHIM 32 HHOPMALMOHHHTE H
KOMYHHKAIHOHHUTE CUCTEMH ¥ TEXHUTE KOMIIOHEHTH,

11. npy HEBB3MOXHOCT Ha aJMHHUCTPATOpP J@ W3IBJIHABA IBIHOICHHO (yHKIHMUTE CH
nopajii 0OEKTHBHH IIPUYMHHU NPaBaTa Ha aIMUHUCTPATHBHUA My aKayHT €€ CIIMpaT 3a
CHOTBETHHUS IEPUOLL;

12. IOHE BEJHBXK TOAMIIHO CE TPABH MPEryesl Ha aIMUHICTPATOPCKUTE MPOGUIHA C el
yIOCTOBEPsIBaHE HA aKTyaJTHOCTTA UM.

(2) [TaponuTe 3a aBTEHTHKALUS HA 3 MHHUACTPATOPCKHUTE NPOGUIIA CE CMEHAT 3a/IbJDKUTEIHO:

1. mepHOAMYHO — Hal-MaJIKO BEHBX B FOJJMHATA;

2. TpH NPEKPaTSBAHETO Ha JOTOBOPHUTE I CIIy)KEOHN OTHONICHUS ChC CITYKUTEIN HIIH
TPETH CTpaHH, Ha KOUTO TE3H JaHHU ca OWIIM U3BECTHH;

npH IPoOHUB B MpeXxoBaTa U HH(pOpMaIMOHHATA CUTYPHOCT.

(8]

(3) Beuuku omepauuu, NPOLECH U JASHHOCTH B MHPOPMAIMOHHATE M KOMYHHKAIHOHHHUTE
CHCTEMH M TEXHUTE KOMIIOHEHTH, HW3BBPIICHH C aJMHHUCTPATOPCKH IIpaBa, Ce€



JIOKyMEHTHUPAT I10 CMHUCHJIa Ha 4. 5, an. 3 u 4 ot Hapenbara 3a Bceku aAIMMHUCTPATOPCKHU
npouII U B COTBETCTBHE C M3UCKBAaHUATA Ha Wil 29, al. 2, 4, 5 1 6 ot HapenOara.

(4) B noxkyMmeHTanmusATa MO ajl. 3 HE ce BBBEXJIAT W HE C€ CBHXpaHABAT IApoJd Ha
aJJMUHHCTpATUBEeH MPouI o GopMaTa Ha IBEH TEKCT UK XEIIL.

Yn.10. (1) Ob6umHaTa U3MOJI3Ba OT/ENHA, TOAXOMAINO 3alllUTeHa cpela (Mpeka, cHcTeMa,
copTyep M Jp.) 3a UeIMTe HAa AJMHHHCTPHpaHE HAa WH(OpPMALKOHHHTE U
KOMYHHKAllMOHHHTE CHCTEMHM M TEXHHTE KOMIIOHEHTH. Tasu cpefja € M30/IMpaHa oT
ApyruTe HHGOPMAIMOHHN ¥ KOMYHHKAIIMOHHU CHCTEMH Ha OOIIMHATA M OT HHTEPHET U HE
Ce M3I0JI3Ba 3a IPYTH LIEJIH.

(2) B ciyuaii ue aAIMMHUCTPUPAHETO HAa MH(YOPMAIMOHHUTE X KOMYHUKAIIHOHHUTE CHCTEMH H
TEXHUTE KOMIIOHEHTH HE CE OCBHINECTBABA Mpe3 cpejara mo ail. 1, MOTOUUTE Ha Ta3H
nH(OpMAaIKs ca 3AIUTCHH Ype3 MEXaHU3MH 3a YI0CTOBEPsIBaHE M KPUIITHPaHE.

Yu.11. (1) O6munara gaga J0CTHI 10 HHGOPMAIKOHHUTE X KOMYHHKAIIMOHHUTE CH CHCTEMH
HA NOTpeOUTEN WIM aBTOMATH3UPaH IIPOIEC CaMO KOraro TO3M JOCTBII € CTPOro
HeoOXOAUM Ha MOTPeOHTEIs, 3a 1a U3IIBIHHU 3aIb/DKEHUSATA CH, UM Ha aBTOMATH3UPAHUSA
[pOLIEC J1a 3BBPIIHM HEOOXOMMHUTE TEXHHYECKH ONepAl. 3a 1a TapaHTHPa, 4€ AOCTRII
10 MHQOPMAIMOHHHTE ¥ KOMYHHMKAIMOHHHTE MY CHCTEMHM HMMAr CaM0O OTOPU3HPAHH
NOTpeOUTENH, YCTPOHCTBA (BKJIFOYATETHO Jpyrd HHQOpPMAIOHHHU CHCTEMH) U
ABTOMATU3WPAHU MPOIIECH, OOIIMHATA OIIPEeIeIIs:

1. mpaBaTa Ha JOCTBI O KOHKPETHH HH(OPMAIMOHHH aKTUBH HA CITY)XHTEIUTE CIIOPEN
JUTBXXHOCTTA HM;
2. pena 3a 3asBsBaHe, IPOMsHA U MPEKpaTsIBaHE HA I0CThII;

(2) O6mmHaTa mpuiaara 3aJb/DKHTENHM MEPKH 32 aBTEHTHKAIMA, OTOpH3alHd M OJHUT Ha
KOMITIOTBPHHTE MPEXH M CHCTEMH, KOMTO BKJIIOYBAT M M3MCKBaHWs 3a ONpEC/IcHA
CJIOKHOCT HA JJAHHUTE 3a aBTEHTHKAIIMS, aKO CE U3II0JI3BAT ITapOJIH Te:

1. cieaBa Ja ChAbPKAT MAIKU M TOJIEMH OYKBH, IM(PU U CIICHUATHA CUMBOJIH;

2. ca IBIMM HE TO-MAJKO OT 8 CHMBOJA 3a IOTPEOMTEICKHTES H 12 cuMBoOja 3a
aIMUHUCTPATOPCKUTE MPODHIIH;

3. MapoJMTE Ha MOTPEOUTEIICKUTE aKayHTH C€ CMEHST PETyJIAPHO Ha IEPUO/T HE ITO-TOJIAM
OT IIECT MECeIa;

(3) O6mMHEATA rapaHTHpa, Ye OTPeOUTENCKUTE MPOGUIN Ca HHIUBHUIYaTHH;

(4) B exenneBHara paboTa ce M3MOM3BAT MPOGUIA C HAH-HUCKOTO HUBO Ha JOCTBII, KOCTO
JlaBa BB3MOKHOCT 3a M3IIbJIHEHHE Ha CIIY)KEOHUTE 3a(bJDKCHHS;

(5) O6muuaTa rapaHTHpa, Ye JIMIAaTa, MMAlld MpaBo Ja 3asBsBaT IaBaHE, IPOMCHIHE H
CriMpaHe Ha JOCTBII, ONpEJENeHH CBIIACHO al. 1, NpaBAT pEIOBHM MpPEryead Ha
JIOCTBIINTE, HO HE MO-PAAKO OT BEAHBXK B FOAUHATA,



(6) Ilpu Te3u mperjenu ce yCTaHOBSBA Jajld BCHUKH, HA KOUTO € JaJIeH JOCTHII IO MpeXxara,
JI0 OTJCIHUTE CHCTEMH W/WIM MPHJIOKEHHs, UMaT IpaBO Ha HETO B CHOTBETCTBUE ChC
CIIy’KeOHMTE MM 3a(bJDKEHHMS, Nl BHHIIHY JIHIA UMAT JOCTBI M KakbB € Toi (OMBIIHK
CIIY)KHTEJH, TPEJCTAaBUTEIH Ha TPETHU CTPAHH);

(7) 3a menuTe Ha TpETJIEIUTE AJMHHUCTPATOPUTE HA CHOTBETHUTE HH(MOPMALUOHHU H
KOMYHHKAIIMOHHU CHCTEMH NPEIOCTABST Ha ONMPABOMOIIEHUTE 110 all. 1 JMia CIMChK Ha
BCHYKH, KOUTO MMAaT JOCTHII JO CHCTEMara ¥ HMBOTO Ha JOCTHIIA, a ONPABOMOLICHUTE
JMIA JOKYMEHTHPAHO MOTBBPXK/IAaBaT HJIH JaBaT yKa3aHHUs 3a IPOMSIHA;

(8) O6muHAaTa OrpaHMYaBa JIaBAaHETO Ha IPHBHUIIETHPOBAH JOCTHII (TI0-BHCOKO HUBO HA IOCTHII
WIH JOCTBI O CHCTeMa, [0 KOATO JIMIETO He TpsibBa Ja HMa JOCTBII );
IPUBUIETUPOBAHMAT JOCTHII CE JlaBa CaMo 3a OIPEJIEIEH EPHOA U ACUCTBUATA C HETO Ce
KOHTPOJIApAT;

(9) O6ImMHATa rapaHTHpa, Y€ JOCThIIBT 10 CIOJIeIeHH (aiiioBe ¥ IPUHTEPH € Pa3PENIEH CaMO
OT MpesKaTa, KOHTPOJIMpaHa OT OOIIMHATA.

Paspea 11

JAIIIUTA HA HHO®OPMAIIMOHHUTE U KOMYHUKAIITMOHHUTE
CUCTEMH

Yn.12. Tlpy HeoOXOAMMOCT OT AOCTBI 10 HH(POPMAIMOHHU aKTUBH HM3BBH Mpexara,
KOHTpOJIMpaHa OT OOIIMHATa, C€ Cha3BaT W3UCKBAaHMATA Ha 9. 19 or Hapenbara,

BKIJIFOUHUTCIIIHO:

1. ce U3MoJ3Ba HaM-MaJIKO JIBY(paKTOpHA ABTEHTHKAIIUS,

2. Ce M3MOJ3BAT CaMO KaHAIM C BUCOKA CTEIIeH Ha 3amuTa Karo Virtual Private Network
(VPN);

3. He ce usnoissar File Transfer Protocol (FTP) u Remote Desktop Connection.

Y;.13. (1) 3a HamMaisBaHe HAa PUCKA OT MHIMJICHTH, IPEAN3BUKAHU OT TEXHUIECKU NOBPEIH
Ha CUCTEMHUTE, OOIUHATA:

1. ocurypsiBa KJIMMaTHKO-MEXaHUYHUTE YCIIOBHS, YKa3aHU OT POM3BOIUTEIIS,
2. OChIIeCTBSIBA HAOIIOICHHE HA TApAMETPUTE Ha YCIOBUATA 10 T. 1;
3. IpOBEX/A IUIAHUPAHA PeryJispHa TEXHUYECKa TPopuIaKTHKA Ha yCTPOHCTBATA.

(2) 3a HaMaNsBaHE HA PUCKA OT HEOTOPU3HMPAH JIOCTHII, OOIMHATA pasojara yCTpOHCTBaTa B
30HH, KOWTO ca (PM3NUYECKH U JOTMUYECKH 3alIMTCHH B CHOTBETCTBHE C KIacH(uKaluiTa Ha
uHbOpMaIusATa, ¢ KOATO padoTHAT.

Y.14. (1) O6umHara WHCTATHPA U MOUIbPXKa CaMO BEPCHM Ha M3IIOJI3BAHUA B CHCTEMHUTE
codryep u pbpMyep, KOUTO Ce MOUIBPKAT OT AOCTABYMIMTE MM IPOU3BOJUTEIINTE U Ca
aKTyaJlHH OT TJIeJHa TOYKa Ha CUT'YPHOCTTA.




(2) KmersT Ha obmmHaTa, ofo6psiBa codpryepa, KOUTO ce H3MO0N3Ba B MHPOPMALKOHHATE U
KOMYHUKAIIUOHHUTE CHCTEMH.

(3) O6muHaTa noaIbpxKa 6HOINOTEKA ¢ NUCTPUOYTHBH HA U3MONI3BAHUS copryep u GbpMyep
C 1161 HaMaJIIBaHE Ha BPEMETO 32 Bb3CTaHOBABAHE Ha J1a/IeHa CUCTEMA CJICT CPUB.

(4) O6mmHaTa npearprueMa MEpKH 3a:

1. HexomycKaHe Ha HHCTAIMPAHETO U H3IION3BAHETO HA HEONOOPEH copryep u GpBpMyED;
2. KOHTpON BBPXY H3IOI3BaHUs codTyep M (bpMyep, BKIIOYUTENHO HErosara
aKTYaJTHOCT.

(5) O6mMHEAaTa IpreMa BETPEITHY IPaBHja i MHCTPYKIIMH 32 PETJIAMCHTHPAHE Ha JeUCTBUATA
1o:

1. moaabpxaHe Ha GUOIMOTEKATa C AMCTPUOYTHBU HA M3MONI3BAHNS codryep ¥ GbpMyeEp
B aKTyaJTHO ChCTOSIHHUE;

2. yIOpaBlIEHHETO Ha JI0CThIIA IO Hes;

3. mpoclensBaHe 3a HOBOOTKPHTH YS3BUMOCTH B CHMTYPHOCTTa Ha H3MOJ3BaHM: B
cuctemute codryep H GbpMyep U 3a TEXHH aKTyalu3alu (HOBU BEPCHH, BIJICHTH U
1avoBe), KOMTO OTCTPAHSBAT TE3M YSA3BUMOCTH, MIIM MEPKH 32 CMCEKYABAaHETO HM,
yGIMKYBaHHU OT IIPOM3BOIMTENUTE HIIH IOCTABYMIIATE;

4. npunobuBaHe M NpPOBEPKAa HA MPOM3XOJa M LENOCTTA HA aKTyalH3alluaTa Mpeiu
MHCTAJIMPAHETO i;

5. mpHUIaraHEToO Ha aKTyalH3allAuTe M NPENOphYaHUTE MEPKH, KOHTO TpsibBa J1a ce
M3BBPIIBAT CHOOPA3HO pasnopenduTe Ha Hapenbara.

(6) OGuMHaTa rapaHTHPAa, Y€ YCTPOUCTBATA M CUCTCMHUTE Ca KOH(QHUTYpUPAaHH B CbOTBETCTBUE
¢ IPEnophKHUTE 32 CUTYPHOCT Ha ChOTBETHHS UM JIOCTABYMK WIIM MPOU3BOUTEN, KATO ce
IPUJIOKAT ¥ U3UCKBAHUsTA Ha IPUJIOXKEHHE Ne 4 or Hapenbara.

(7) O6munara cbxpanssa off-line Korue OT aKTyaIHUTE KOHMHUTYpauroHHH (aiioBe H/uim
ONMCAHWE Ha HACTPOMKHUTE, KATO JAOCTBIBT JIO TAX TPsiOBa € KOHTPOJIUPaH. Komwusra ce
TIpOBEPSABAT PEryJIAPHO OTHOCHO Ka4yeCTBO M FOJHOCT.

(8) O6rHaTa peryJIspHO MPaBU IIPOBEPKA HA KOH(HUrypanroHHUTE (aiioBe U HACTPOHKHTE
Ha CHCTEMH M yCTPOMCTBA 3a HEPETJIAMEHTHPAHH U3MECHCHHS.

Yn15. (1) O6musara mnpwiara B HHDOpPMALMOHHAaTa M KOMYHHKAlMOHHATa  CH
uH(PACTPYKTypa MOJXOSIIM MEPKH 3a 3aI1MTa OT HPOHUKBAHE M MEPKH 32 OTKPHBAHE U
CIIpaBsiHE ChC 37I0BPEJEH copTyep.

(2) Mepkure 3a 3amuTa OT 3I0BPEJICH codryep:

1. ca MNPUJIOXKECHU KbM BCHYKH KOMIIOHCHTH Ha I/IH(bOpMaI_II/IOHHI/ITC U KOMYHUKAIITUOHHUTE

CHUCTEMHU, KBJIETO TOBA € Bb3MOXKHO;
2. ce noanbpXXaT B aKTyallHO CHCTOSAHHE, 3a J]a uMaT CIOCOOHOCTTA Aa 3amuraBaT OT

HOBOOTKPHTH 3aIlIaXH.



(3) Mepxkure 3a 3alMTa OT 370BpeIeH COPTyep MO3BOJIABAT:

1. u3BBpIIBaHE HA ITBJIHA MPOBEPKA 3a HAMYKE HA 3JI0BPE/IEH COPTyep MOHE BETHBK B
ceMUIIATa, KBbAETO € MPUIOKUMO;

2. mpoBepKa Ha eJIEKTpOHHaTa noma u (aiiioBe, CBaJIeHH OT MHTEPHET, KaKTO H
IPEHOCHUMH 3aMMCBAIH yCTPOHCTBA, NpeH Jia OblaT OTBOPEHH.

(4) O6IMHATA M3BBPLIBA PETYISPHO OIEHKA HAa €(eKTHBHOCTTa HA MEPKHUTE 32 3allUTa OT
370BpeficH codTyep M TpH KOHCTATHpaHH C1abOCTH Mpeanpuema JEHCTBHS 32
noj00psiBaHe Ha 3aIlUTaTa.

Y1.16. (1) O6muHara umMa pa3paboTEeHH MOJMTHKA U BRTPEIIHY MTpaBHiia ChIJIACHO HIL. 3, an,
1, T. 6 or Hapen6ara 3a npuiiaraHe Ha KpUITorpaCckv MeXaHU3MH, KOUTO €€ U3MOJI3BAT
32 rapaHTHpaHe Ha KOHQ)HMIEHIMAIHOCTTa W HHTEIpUTETAa Ha YyBCTBUTE/IHATA
HH(pOPMAIUS B CHOTBETCTBHE C HeifHATa KilackpuKamus.

(2) Kpuntorpagckute MeXaHH3MHU ca ChOOpaseHH C ysA3BMMOCTTa Ha uHpOpMaNKATa KbM
jamaxd 3a HEHHUTe KOHQHMICHIMAIHOCT M HHTCTPUTET MW C HOPMAaTUBHHTC H
peryJaTopHUTE U3HCKBAaHMSA KbM HEHHOTO Ch3/1aBaHe, ChXPaHsBAHE U IPCHACAHE.

Y;1.17. O6mmHaTa IpeANIpHeMa ClIeIHATE MEPKH 3a 3alluTa Ha yeb ChpBBPHTE:

1. wmHCTanmMpa cepTH(UKAT Ha yeO ChPBBPHTE CH, M3aleH OT JIOBEpEHA CHCTEMa 32
ceprudumnmpane (trusted certification authority system), Ko#To:

a) e M3/1ajieH 3a ChOTBETHHUS yeO caiiT (website) UM rpyma CaTOBE U € YHUKAIICH;
6) M310/13Ba ATOPUTHM 3a KpunTupane none SHA2;
B) € aKTyaJleH, KaTo CepTHHHUKATUTE C H3TEKBJI CPOK CE aHyIIUpaT;

2. 3a 3aIMTa HA MHTErpuTeTa Ha MH(OpManuaTa, oOMEHsHA C norpebutenure, yeod
caifTpT (website) Ha oOIMHATA € JOCTBICH CaMoO IO MPOTOKOJI Hypertext Transfer
Protocol Secure (HTTPS), kaTo ce M3MON3BAT CaMO KPUITOTpaCkH TPaHCIOPTHH
npotokomu TLS (Transport Layer Security) Bepcus 1.2, nedpunupan B RFC 5246 na
IETF (The Internet Engineering Task Force — Cnernuamisupana paboTHa rpyma 3a
uHTepHeT uIKeHepuHr) npes 2008 r., sepcus 1.3, nepunupan B RFC 8446 na IETF
npe3 2018 r., uiu caeaBaliy no-HOBH BEPCHH,

3. 3a KpUIITHpaHEe Ha HHpOpMaLHATA, OOMEHSIHA MEX]TY ye6 chpBbpa H MOTpebuTeMTe
My, ce TIpHJIaraT M3HCKBaHHMATA Ha 4i. 16 OT Hapenbata u ce B3eMaT MpPEIBH]
ny6mukysaraute B RFC na IETF 3a0panu 3a u3Mo13BaHe Ha MCTOH 34 mmdpupase B
KpUITOrpad)CKUTE TPAHCIIOPTHH MIPOTOKOJIH;

4. npunara moaxonsu Web Application Firewall (WAP), koito HabIroaBa u punrpupa
TpaduKa OT U KbM CHOTBETHOTO IPUJIOKEHHE C IIEJT 3allUTa Ha ye0 MpUI0KEHHUATa OT
kubeparaku ot tuna Cross-Site Request Forgery (CSRF), Cross-site Scripting (XSS),
file inclusion, SQL injection u ap.;

5. He ce MO3BOJABA BMBKBAaHE HAa JAHHM OT CTpaHa Ha MOTpeOUTeNs, OCBEH Ha
OIIpeJIeJICHUTE 32 TOBA MECTA,



6. BCHMYKM BXOJHM JAHHM, IOCTBIBAINIM OT KJIMEHTA, BKIIIOYMTEITHO CBHABPKAHUETO,
MPEIOCTABEHO OT TOTpeOHTENs M ChAbPKAHHETO Ha Opay3bpa, kato headers Ha
npenpaanys 1 moTpeOUTEICKH areHT, OuBaT BalUAUPaHH;

7. NPHUIOXHHEAT codTyep He TMO3BOJISABA BHBEXKIAHE HA CIEHHATHH CHMBOJH, 0COOEHO
TaKuBa, KOUTO ce u3nomssar B SQL 3asBkure;

8. BCHYKHM JIaHHHM, M3MpaIllaHy OT KJIMEHTa U NOKa3BaHH B yeb cTpaHMIa, ca KOJUPaHH €
HTML, 3a na ce rapaHTupa, 4e¢ ChIBPKAHHETO Ce€ H300passiBa KaTo TEKCT BMECTO
HTML enemenT wiu JavaScript;

9. 3a3amuTa OT aTakM OT THIa 0TKa3 oT yciayr# (DoS):

a) ce Hajara OrpaHMYeHHE Ha 3asABKMTE W MO-CMELHUATHO MO MaKCMMalHa AbDKHHA Ha
CBHIBPKAHUETO, MAKCHMAJIHA JbJDKMHA Ha 3asBKaTa U MakCUMallHa Ib/DKAHA Ha 3asBKaTa
mo Url;

6) ce KOH(GHUTYpUpaT THIIBT U pa3MepbT Ha headers, KOUTO yeO ChPBBPBHT LIE NPUEME;

B) c€ OrpaHMYaBaT BPEMETPACHETO HA Bpb3Kara (connection Timeout), BpeMeTO, 32 KOETO
CBPBBPBT H3YaKBa BcHuky headers Ha 3asBKaTa, Npeu Ja g NPEKbCHE, U MUHUMAJHUAT
6poit GaiiToBe B CeKyH/[a IPU H3MpalllaHe Ha OTrOBOpP HA 3as4BKa, 33 Ja ¢ MUHMMHU3MPA
BB3neiictBueTo U Ha slow HTTP araku;

10. 3a 3ammTa ot brute force aTaku ce BbBeX/1a OrpaHHYEHHE HA OPOst HEYCICITHU ONUTH
3a BIIM3aHE B CUCTEMATa;

11. He ce U3BEXK/1a CIUCHK Ha yeO JUPEKTOPHHTE;

12. 6ucksuTkuTe (cookies) 1a UMar:

a) ¢ar 3a 3ammra (security flag) —To3u drar HHCTPYKTHpaA 6pay3bpa, 4e "OHCKBUTKATa" MOXKE
1a 6’bJ1e JOCTBIIHA caMo Ype3 3ammTeHn SSL KaHamu;

6) ¢aar HTTP only — uHCTpYKTHpa Opay3bpa, 4e "GUCKBUTKATa" MOXe Ja ObJe JOCThITHA
caMo OT ChpPBBpa, a He OT CKPHIITOBETE, OT CTPaHA Ha KIIHCHTA;

13. headers Ha OTroBOpHTe Ha 3as{BKH, KOMTO TPsOBa Jia rapaHTUPAT 3alIUTa KAKTO Ha
KJIMEHTa, Taka U Ha ye0 caiita (website), ChAbpKaT OIIHH, IOCOYCHH B MIPHJIOKEHUC
Ne 5 ot Hapenbara;

14. B raBHATA JUPEKTOPHS Ha yeb caiita (website) e croxeH Qaitn robot.txt, KOHTO 1aBa
yKazaHus Ha yeO po6oTuTe (60TOBE/MasLH) KOJIKO YECTO Ja 00X0KaaT caiTa, KaKTo
KOM YacTH OT HETo J1a 00XOXK/IAT U [a HHIEKCHpAT; aKo To3H (ailll He ChIIECTBYBA, yeb
po6OTHTE OOXOXK/IAT LIENHs CAHT — BCSIKA e/IHa HeroBa CTPaHMIIA, IOJICTPAaHHUIA, CTaTHA,
JIMHK | T.H., KOETO KPUe PHCK 3a KOH(HICHIMATHOCTTa Ha HH(OPMAIHATA;

15. npu usnon3Bane Ha CucreMa 3a yrpaBieHUE Ha ChABPKAHUCTO (CMS) ce nmpomens
HaUMEHOBAHUETO II0 IOApa30HMpaHe Ha IMankara 3a JOCTBI 10 aAMUHHUCTPATOPCKHUA
TaHes.

Y1.18. O6mmHaTa Ipeanpruema cileIHATe MepKH 3a 3amuTa Ha DNS:

1. npu msnons3Bade Ha nosede oT exuH DNS cbpBbp, BCEKH OT TAX Ja ¢ pasoJIOKeH B
pasIryHa Mpexa/moAMpexa;



2. na npunara DNSSEC (Domain Name System Security Extensions);

na muaumusupa DNS 3asskute cbriacio RFC 7816 na IETF ot 2016 1.;

4. na 3abpanu zone-transfers — 3;Jl0HaMepeHH JMIA MOraT ObpP30 1a ONpPEeNeNsIT BCUYKU
XOCTOBE B OIpejieNieHa 30Ha upe3 Tpanchepu Ha DNS 30HH, fa ch0upat uHpopMAaLmst
3a JOMeiiHa, Ja H30UpaT LeNM 3a aTaky, Ja OTKPUBAT Hemsmomssauu [P anpecn u na
3a00UKAIAT MPEXKOBHs KOHTPOJI Ha JOCTBHIIA, 3a Ia KpajiaT HHpopMalus;

5. B KOH(HrypalHOHHUS (aii 1a CI0KH:

(O8]

a) dmarc (Domain-based Message Authentication, Reporting and Conformance) 3ammuc;
6) SPF (Sender Policy Framework) 3anuc.

Y1.19. (1) O6munaTa ocurypsisa ¢pusnudecka 3alluTa Ha KHGOPMAIMOHHUTE CH aKTHBH pe3
TIpUJIaraHe Ha aJeKBaTHH U MPONOPLHMOHATHA MEPKHU Cpelly 3alljlaxd OT HCOTOPHU3MpPaH
(u3ugecky JOCTHI 10 TSIX. MepkuTe TpsAOBa Jia rapaHTHpaT HATMYHOCTTA, HHTCTPUTETA U
KOH(HIEHIHATHOCTTA HAa MHQOPMALIMOHHHUTE aKTHBH.

(2) O6muHara oCUrypsiBa 3aIlUTa Ha HHPOPMALIMOHHUTE CH aKTHBH OT IOXap, HABOJHCHUE,
XHMHYECKa ¥ (u3KMUecKa POMsHA Ha Bb3/yXa 4pe3 MOJXOAIIN MEPKH B CHOTBETCTBUE C
HOpPMaTHBHUTE aKTOBE.

(3) 3a na rapanTHpa epUKACHOCTTA HA MPUIIOKEHUTE MEPKH T10 aJl. 1 1 2, obmrHaTa U3BHPIIBA
HOIXOIAII0 HAaOMIOIEHHE BEPXY TAX.

Yn.20. B ciywaii uye oOmuHaTa M3MOJI3Ba HHAYCTPHAIHH CHCTEMH 33 KOHTPOJ, OT
(GYHKIMOHMPAHETO M CHTYPHOCTTA Ha KOHUTO 3aBHCAT CBHIIECTBEHUTE YCIYTH, KOUTO
IpenocTaBs, TS IpHara IOAXOMAIIM MEPKH 32 TAXHATa 3aluTa B CHOTBETCTBHC C
u3nckBanusaTa Ha Hapenbara, ako ca npUJIOXKHMH.

Yu.21. (1) Ob6mmHaTa U3IM0I3Ba CHCTeMa/CHCTEMH 3a aBTOMAaTHYHO OTKpHBaHEe Ha ChOUTHS,
KOMTO MOTAT Ja TIOBJIHAAT Ha MpeXKoBaTa ¥ HHYOPMAI[MOHHATA CUTYPHOCT Ha BXXHUTE 34
HeifHata NEHHOCT CHCTEMH, 4pe3 aHaiu3 Ha MHQOPMAIMOHHU IIOTOLH, MPOTOKOJIM H
(aitoBe, MpeMUHABAIIY NPe3 KIIOYOBH yCTPOHCTBA, NO3UIMOHMPAHH Taka, 9¢€ Jia Morat
Ja aHAJIM3HUpAT BCHYKH MOTOLH, OOMEHAHU MEXIY coOCTBEHUTE MM HH(POPMALMOHHH U
KOMYHMKAIIHOHHU CHCTEMH, KaKTO U ¢ HH(OPMALHOHHUTE M KOMYHUKAIIMOHHUTE CHCTEMH
Ha TPETU CTPaHH.

(2) O6lKMHATA OpraHM3Upa Ype3 UHCTPYKUMH NEHCTBUATA 3@ HAOMIOJCHME M PCaKiys Ha
CHTHAJIUTE OT TE3H CHCTEMH.

Y;1.22. [1o oTHOLIEHHE HA CHCTEMHHUTE 3alIMCH OOIIMHATA FapaHTHPA, Ye:

1. B CHPBBPH 3a IPHIOXKEHHsS, KOHTO NOJUIbPKAT KPUTHYHH ICHHOCTH, CbPBBPH OT
cucremMHata MHPACTPYKTYpa, CBPBBPH OT  MpeXoBaTa —HMH(PaCTPyKTypa,
OXPaHHUTEHU CHOPHKECHHUSI, CTAHIIMH 32 MHDKEHEPUHT H TOJUIPBHKKA HAa NHIY CTPUATIHH
CHCTEMH, MPEXOBO 000py/IBaHe U pabOTHH MECTa HA aIMHHUCTPATOPH C€ PErUCTPUPAT
aBTOMATHYHO BCHUYKM CHOHTHS, KOUTO Ca CBBP3aHM Hai-MaJKO C aBTCHTHKalHWs Ha
MOTpeOUTENUTE, yIpaBlIeHHE Ha NpoQuiMTe, NpaBaTra Ha JOCTBI, MPOMCHH B



npaBuiiaTa 3a CHTYPHOCT M (yHKIMOHMpaHe Ha uHpOpPMALlMOHHUTE U
KOMYHHKAIIMOHHUTE CUCTEMH;

B 3aIIUCUTE 3a BCAKO OT T€3U CHOUTHS € OTOEISI3aHO aCTPOHOMHYECKOTO BpEME, KOraTo
€ HACTBIIWJIO CHhOUTHETO;

BCUYKHA KOMIIOHEHTH Ha CHCTEMHUTE IOJUIbpXKAT €IUHHO BPEME B CHOTBETCTBHE C
M3HCKBaHMATA Ha:

a) cragaapta BJIC I1SO 8601-1 "[lata u Bpeme. IIpencrapsanus 3a 0OMeH Ha uHpOpMaLHS.
Yacr 1: Ocnouu mpasmia" u BIIC 1SO 8601-2 "Jlara u Bpeme. [IpencTasuus 3a 0OMeH
Ha nHpopmanus. Yact 2: Pasmmpenns"; BpeMeTo 32 HACTHIIBAHETO HA CHOUTHS C IPABHO
WA TEXHUYECKO 3HAYEHHUE CE OTYMTA C TOYHOCT JI0 FOJIMHA, JIaTa, Yac, MUHYTa U CEKyH/a,
a TP TEXHOJIOTMYHA HEOOXOIUMOCT C€ JIOIYCKa U OTYUTaHEe 10 MUJIUCEKYH/IA;

6) 3a CHHXPOHM3allMsi HA YACOBHUIUTE HA KOMIOHEHTH Ha HH(OPMAIMOHHUTE U
KOMyHHMKAIIMOHHHUTE CHCTEMH TpsiOBa J1a ce u3mosspa npotokon NTP V4 (Network Time
Protocol, Bepcus 4.0 u cnensaum), ocHoBad Ha RFC 5905 Ha IETF ot 2010 r., xkato ce
OCHIypsiBa XPOHOMETPHYHA JeTepMUHAIMs ¢ BpeMepaTa ckana Ha UTC (Coordinated
Universal Time), uiu aHaJlOru4eH;

4.

JOCTBITBT 10 HH(OPMAIMSATA 110 All. 1 € OrpaHMYEeH Camo JI0 JUIIA, UMAIIH 33/Ib/DKCHUS
3a HaOmojeHneto mo cmuchia Ha wi. 30 or Hapenbara, 3a pa3pemraBaHeTO Ha
MHIUIEHTH C MpeXoBaTa ¥ HH(POPMAIMOHHATA CHI'YPHOCT, 32 DPasKpUBAHETO H
pasciieZIBaHeTO Ha TEXKH NPECTBIUICHHS U NPECTBIUICHUS IO 1L 319a — 319¢ ot
HakazaTe/Hus KoJeKe B ChoTBETCTBHE ¢ Wi, 14, an. 4, 7. 2 wwi. 15, an. 3, 1. 3 o1 3akoHa
3a KuGepcHrypHOCT. JIOCTBIIBT /10 Ta3H HH(popMaKs TpsOBa fa € CaMo 32 YETCHE,
uHpopManuATa Mo ajl. | ce apXWBHpa W Ce ChXpaHsiBa 3a MEPHOJ HE MO-MalbK OT
JBaHAECET Mecela [PH ClIa3BaHe Ha M3UCKBaHUsTa Ha wi. 32 ot Hapenbara;
OGIIHHATA 1a € B CHCTOSHUE 1 U3BBPIIBA Kopenamys Ha HHdopmanusTa 1o ai. 1 ot
pa3IMYHATE W3TOYHUIM ¥ /i [IPABH aHAJIN3, 32 JIa OTKPUAT CHOMTHS, KOUTO 3aCAraT
MpekoBaTa ¥ HHPOpPMalHOHHATA CHI'YPHOCT.

Yn23. Bes Bpb3ka C BB3HMKBAHE WM YIpPaBJICHHE HAa MHIMICHTH C MpEXOBara H
MH(POPMAIIHOHHA CUTYPHOCT:

W

NS n e

CIyXKUTETUTE TIOJABAT CUTHAM 38 HACTHIIWIM WM TOTEHIMANHI CHOUTHS, OKa3BallA
HEraTMBHO BIMSHHE BBPXYy MpEXoBaTa M HH(POpMAlMOHHAaTa CHTYpPHOCT 10
[KoHKpeTHA 3a BCcsiKa OOIMIMHA CTPYKTYpa: AUPEKIHs, OTICI HIH CITyXHTEN];

KMETBT OIPEJIENsl ChC 3all0BE/ JIUIE, OTTOBOPHO 33 PETHCThPA Ha HHINJICHTHTE,

¢ yTBbpaeHa oT KMeTa HHCTPYKIHUS Ce ONPE/IeIAT pe/ia 3a pEruCTpUpaHe Ha CHIHAIM,
mpoBepKkaTa HAa  TAXHaTa JIOCTOBEPHOCT, KIACH(QHUIMPAHETO MM, TAXHOTO
IIPUOPUTH3MPAHE H MOCIIEABAIIOTO YBEJOMSBaHE 32 TOBA HA MOAATEIS;

3a MHIUJIEHTA CE YBEJIOMSIBAT IIPEKUTE PHKOBOIMTEIIM Ha JIMIATa [0/1a/li CHTHAJIA;
uH(pOpMAIKATA 32 HAYNHA 32 Pa3peliaBaHe Ha MHIU/ICHTA CE 0/1aBa B ICMCH BUIL;
HHIOUACHTA C€ JOKYMEHTHpPA A0 NMPHKIIOYBAHETO MY;

CHXPaHSABAHETO W MPEJABaHETO Ha JOKA3aTelCTBA, KOTaTo MHIMICHTHT MPEArosara
M3BBPIIBAHETO HA MPOLECYalHH JEHCTBAS CpElly JIMIE WIM OpraHu3alus,
BKJTFOUMTETHO HEOOXOJUMHUTE 3a TOBA 3aIIMCH C€ M3BBPIIBA B IMCMEH BUJT



8. JOCTBIOBT 0 PETrUCThpa HA MHUUACHTUTE € OrpaHHYCH. JlnuaTa, UManm OO0CTHII 10
HETro C€ ONpeaAciIAT ChC 3all0BE] Ha KMCTA.

(3) Obmmuara pa3paboTBa, MpOBEpsBa M MOJIbPXKA B aKTyalHO CBCTOSHHE ITAHOBE 32
CIpaBSHE C MHIMJEHTHTE, KOUTO OMXa HMajld Hai-CEpUO3HO BB3JIECHCTBUE BBPXY
MpexoBaTa H HHbOPMaIMOHHATa CUTypHOCT. [11aHoBeTe ChaBPKAT HHOPMALIHUS 32:

OTrOBOPHHKA 33 OpraHU3alKATa IIPH HACThIIBAHE HA MHIIU/ICHT;
pena 3a uHGopmMUpaHe;

MEpKHUTE, KOWTO CJIe/[Ba 1a Ce IpeIpUeMar 1 OTTOBOPHOTO 3a TOBA JIMIIE;
pejia 3a KOHCYJITHPAHE;

pe/a 3a clieieHe Ha mapaMeTpHTe 10 BpeMe Ha HHIU/CHTA;

JIMLETO, KOETO IIie ChOMpa U ChXpaHsBa HeoOXouMara MH(OpMarus,  ap.

AR 5w

(4) O6muHaTa pa3paboTBa CTpaTerns 3a KOMyHHKAIHs, KOATO ONPENENs peia 3a ClOALIAHE
Ha MH(OpMAIHMATA 32 WHIUIEHTA ChC CIYXKHTENH, MAapTHBOPH, NOCTABYHUIM, KIMCHTH,

MEIUH, Abp>KaBHU OpraHu.

Y24, (1) Ilpu MHIMAEHT ¢ MpexoBaTa M MHPOPMALKOHHATA CHTYPHOCT CIYXXHTCT OT
[KoHKpeTHa 3a BCsIKa OOIIMHA CTPYKTYpa: AUPEKIHs, 0TI WK CIIy’KUTEN|, OTTOBAPSIIO
3a MpeXoBaTa ¥ HHPOPMAIIHOHHATA CUTYPHOCT, yBEJIOMsABA ChOTBETHHUS CEKTOPEH EKHII 32
pearupaHe IpH UHIMJICHTH C KOMIIOThPHATA CHIYPHOCT 32 MHUHMICHTUTE B CPOKOBCTE,
nocodeny B wi. 21, an. 4 u 5 1 wi. 22 ot 3aKoHa 3a KHOEPCUTYPHOCT.

(2) 3a yBemomsBaneTo 1o ai. 1 umo un. 17, an. 7 ot 3akoHa 3a KHOEPCUTyPHOCT €€ U3I0JI3Ba
dopmata, mocouena B npuioxkenue Ne 7 or Hapenbara.

(3) Ilpu m3nBIHABaHE HAa HW3UCKBAHETO Ha 4. 17, an. 8 or 3akoHa 3a KHOEPCUTYPHOCT
CEKTOPHMTE €KMITH 32 pearnpaHe NPy MHIMACHTH C KOMITIOThPHATA CUT'YPHOCT H3Npallat
0006IIeHaTa CTaTUCTUYECKa MH(POpPMALUs 3a WHIUICHTH KbM HAllMOHATHUA CKHII 33
pearupaHe NpH HMHIMJICHTH C KOMIIOTbPHAaTA CHIYPHOCT, KaTo H3MOJI3BAT ¢dopmara,
nocouena B npuioxenne Ne 8 ot Hapenbara.

(4) B ciyyait 9e undopmanusTa o an. 2 ¥ 3 ce U3Mpalla o eJIeKTpOHHA Nolia, T4 TpsOBa J1a
e MOIXO/IAIIO 3alUTeHa OT HEOTOPU3UPAH JOCTBII M J1a € KiIacupUIpaHa ChIIIACHO L. 6,
ai1. 7 ot Hapenbara.

Yn.25. (1) Hacrosumre mpaBuia Ha oOMHA JlxeOenr BKIFOUBAT MEPKH 3a 3alla3BaHE
WHTerpuTeTa Ha MH(OPMAIUATA B CIIyYall HA MHIMJIEHT, 3acsralll HeiHaTa JOCTBIHOCT.

(2) BB Bpb3Ka ¢ al. 1 ce M3NBIHABAT CICIHUTE NPOLECH, CBBP3AHUTE € TAX JIEHHOCTH U
OTTOBOPHOCTHTE IO pe3epBUPAHE U apXHUBUPAHE HA HH(POPMAIUATA:

1. pesepBupaHe W/WIM  apXuBMpaHE Ha HMH(pOpMauMATa  OT 0a3u  JaHHH,
KOH(UTrypallMOHHH (daisioBe 1 1p.;

2. 3a apxHBHpaHE M pe3ePBUPAHE CE M3MOJI3BA ZIP TEXHOIOTHs;

pe3epBUPAHETO € YaCTUYHO;

4. apXWBUPAHETO U PE3EPBUPAHETO CE U3BBPIIBAT BCEKU JICH;

(8]
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npassT cel Opoit komus;

BPEMETO 3a ChXpaHSABaHE HAa BCAKO KONHME Ce ONpeeNs ChIIACHO H3UCKBAHHMATA Ha
HOPMAaTHBHUTE aKTOBE U OLIEHKATa Ha PUCKa;

BCSKO KOITHE C€ ChXPaHsBa B apXMB;

MepKHTE 3allUTa OT HENPABOMEPEH JIOCTBII Ca PU3NUECKU U JIOTHUECKH;

U3II0JI3BaT Ce B KOHKPETHH CIIy4Yau

0. pa3peuIeHrE 3a U3I10JI3BaHE CC JaBa OT JIULE, OIPEACICHO ChC 3all0BLE/] HA Kwmera.

(3) Ilpu pesepBUpaHeTO W/WIM apXMBHPAHETO Ha HMHQOpMANHATA CE CIA3BaT CICHATE
M3UCKBAHUA:

mpaBsT Ce PerylApHM KOIMs ChOOpa3HO pucka OT 3aryba Ha undopmanus
JMHAMHKaTa Ha U3MEHEHUETO i

KOIHATA Ha MH(OpMAIMs ca STUKESTHPAHH 110 HAYXH, yKa3Balll €IHO3HAYHO IIOHE KaKBa
e nH(OPMAIUATA, 38 KOS CHCTEMa, KaKbB METO/[ € M3II0NI3BaH 32 Ch3/[aBaHe Ha KOTIHETO,
JaTa ¥ 4ac;

KOMHMSITA HA YyBCTBHTENHA HH(GOPMAIKs €a B KPUITHPAH BHJ WK MOHE 3aMTCHI C
napoJia;

KomnusTa Ha HHPOpMAIUSTA Ce ChXPaHABAT HAa OTAC/IHA MalllMHa H IO BB3MOXHOCT B
Jpyra 3allluTeHa MPEKa,

eIHO OT KOMKATA Ha KPUTHYHA 3a JICHHOCTTa HH(OpMALHS CE ChXpaHsBa off-line u mo
BB3MOYCHOCT B JIpyra crpajia Wid Ha objiayna cpela;

IpaBM ce M peryispHa NpOBEpPKA HA TOJHOCTTA HA PE3CPBHUTE KOMMA, JalH TC
M3IBIIHABAT LEJHTE, 32 KOUTO Ca Ch3/IaJIEHH, U MOCTHTa JI1 C€ HEOOXOMMOTO BpeMe
3a Bb3CTaHOBSIBaHE.

Y;1.26. O6mmHATa TPEIIpPHEMA TOJAXOAIHM M B CHOTBETCTBHE C PHUCKOBETE MEPKA 32
rapaHTHpaHe Ha HUBOTO HA YCIYTHTE W JICHHOCTHUTE, KOUTO €2 B ob6xBara Ha Hapenbara,

KaTo:

1. pesepBHpaHE Ha CHCTEMHU;

2. pesepBHpaHE Ha yCTPOWCTBA;

3. GanaHCHpaHe HA HATOBAPBAHETO HA KPUTHYHH yCTPOMCTBA MIIA CHCTCMH;
4. pesepBHpaHe HA LEHTPOBE 32 JAHHH.

Y;.27. (1) O6umuara pa3paboTBa IIAHOBE 3a HETPEKBCBACMOCT 32 neiicTBUs B CiIydadl Ha
aBapWy, TPUPOJHH OEICTBHS HIM JPYTH HEMPCABHACHH 00CTOSITENCTBA, KOUTO Onxa
NPUYMHWIM [PEKbCBAHE Ha MPEJOCTaBAHATA OT HEro yciyra B CHOTBETCTBHE C
M3MCKBAaHUATA Ha WI. 5, ai. 1, T. 6 ot Hapenbara.

(2) Mnanosere 1o ai. 1 chabpXKar:

B

obcrosaTesIcTBaTa, 32 KOUTO CE OTHACAT,

IparoBeTe, MPU KOUTO CC 3aJIcCTBAaT;

JIALIETO, KOETO JlaBa pa3peCIIeHUE 3a 3a71eICTBAHETO UM,

pena 3a BBH3CTAHOBSABAHE HA YCIIYTUTC U JEHHOCTUTE IO ONPEIACIICHO HUBO.

(3) InanoBere 1o ai. 1:



1. ce mpourpaBar MepUOJUYHO, HO HE IO-PSAJIKO OT BEAHBK B rOJIMHATA, C L€ Ja Ce
IPOBEPH TSAXHATA aKTYaTHOCT U Jla C€ TPEHUPAT JIMLaTa, KOUTO UMAT OTTOBOPHOCTH 32
U3IIBJIHEHUETO UM;

2. ce moAxbpKaT B aKTYaJHO ChCTOSTHHE,

ca JOCTBITHH CaMo 3a JIMI[aTa, KOUTO UMAT OTTOBOPHOCTH 3@ TAXHOTO U3IbIHEHUE;

4. ce cpXpaHSBAT Ha-MaJIKO Ha JIBE€ MECTA, €JHO OT KOMTO € U3BBH CrpajiaTa, B KOATO C€
HaMHpaT CUCTEMHUTE, 3a KOUTO CE€ OTHACHAT.

(8]

Paszgen I11
N3UCKBAHUS 3A KOHOUT'YPUPAHE

Y. 28. BbB Bpb3Ka ¢ H3UCKBaHUATA 32 KOHGUTypUpaHe, 3aiernanu B Hapenbara:

1. ce 3abpansBar macros B office makeTure;

2. 3a0paHsBa ce pop-up B Opay3epHure;,

3. Auto play ¢yHkuusta ce KOHQHUIypupa BHMHArM Ja HCKa TOTBBPKICHHE Ha
OTpeOUTENs;

4. User Account Control ce xoH(puUrypupa 0 Hail-BUCOKO HHBO, Taka Y€ BUHArd Ja
M3/1aBa MpeIynpexICHUS;

5. Tpu crozensHeTo Ha (aiiioBe W IPUHTEPH HE ce M3MoJ3Ba HacTpoiika Everyone, a ce
yKa3Ba KOM aKayHTH TOYHO J]a UMaT NpaBo Ha JIOCThII 10 TSX;

6. 3abpansBa ce TRACE/TRACK meronsT;

3abpansBa ce anonymous authentication;

8. msnomBa ce Unicast Reverse-Path Forwarding (uRPF) 3a mnpenmasBane ot
u3non3BaHeTo Ha (ammmeu IP anpecu u rate-limiting 3a orpanuyaBane Ha Oposi Ha
3asiBkuTe 110 [P angpec;

9. 3aGpansa ce TLS renegotiation B cuctemu, usnomspamy TLS, uiu 1a ce koHpurypupa
rate-limiter 3a orpanu4yaBaHe Ha Opos Ha IPEIOrOBapsiHE HA CECHs,;

10. chOOIIEHNSATA 32 TPENIKH B CHCTEMHTE HE JaBaT H3/IHIIHA HHPOpMALHs;

11. He ce uznonssa AutoComplete;

12. usnon3sar ce mpuitoxenus (add-ons) kM Opay3bpuTe 3a OJOKHpAaHE HA PEKIAMHO
ChIIbPXKAHUE;

=~

Y;1.29. BbB Bpb3Ka ¢ M3uCKBaHHS KbM headers Ha OTTOBOpHTE HA 3asBKH 3a yeb caifToBeTe,
KOHUTO ca 3aiernanu B Hapenbara, oOmuHaTa npeanprueMa CieIHUTE MEPKHU:

1. Headers Ha OTrOBOpHTE Ha 3asABKHUTE Ja HE ChABPXKAT HHPOPMAIHs 3a I1aTpOpMUTE H
BEPCHHUTE HA M3MOI3BaHHsA COPTyeEp.
2. Headers Ha oTroBOpHTE Ha 3asBKUTE ChABPXKAT CIICTHUTE ONLHH:

a) HTTP Strict Transport Security (HSTS) — monutuka ceriacio RFC 6797 na IETF ot 2012
I., KOSTO IPUHYX1aBa ye0 Opay3bpa Ha KJIMEHTa Jla e CBbPXKE TMPEKTHO Ipe3 HTTPS npu
npepasriexaane Ha yel caiita; mpernopbuMTEIHA CTOMHOCT HA NEpHO/Ia HA BATMIHOCT Ha
xema Ha HSTS (max-age) e moHe mecTt Mecena;

6) X-Content-Type-Options — HHCTPYKTHpa NOTPEOUTENCKHS Opay3bp Ja ClI€1Ba CTPUKTHO
tuia MIME, nedunupan B Content header; exuHcTBeHaTa BaluIHAa CTOMHOCT 3a TO3H
xexnp e "X-Content-Type-Options-nosniff";



B) X-XSS-Protection — HacTpoiiBa KoH}purypanusaTa 3a XSS GuiaThpa, BrpaeH B MOBEYETO
Opay3bpH, KOETO TpPENOTBpaTsABa HAKOWM Kareropudm XSS aTaku; NPENOpPbYMTEIHA
croitHocT "X-XSS-Protection: 1; mode=block";

r) X-Frame-Options — jgaBa yka3aHus Ha Opay3bpa Ja He BKapBa yeO CTpaHHUIaTa BBHB
frame/iframe Ha apyru ye® CTpaHMIHM; NpENOpPBYMTENHA CTOWHOCT "X-frame-options:
SAMEORIGIN";

1) Content-Security-Policy — nmpeoTBparsiBa MHAPOK CIEKTHP OT aTakM, BKIOUUTENIHO Cross-
site scripting U Ipyru cross-site injections;

e) Referrer-Policy Header — mo3BossiBa Ha caiiTa jJa KOHTPOJIHpA KOJIKO HH(pOpMAlus C
HaBUTaIUs J1a Ce BKJIIOYBA B Opay3bpa U3BBH JOKYMEHTA,

) Feature-Policy Header — nmo3BosisiBa Ha caifta 1a KOHTPOJIMpa KOM QYHKIUH ¥ IPHUIIOKHH
nporpamuu uaTepdeiicu (API) morar a ce u3nonssar B Opay3bpa;

3) HTTP Public Key Pinning (HPKP) — 3ammuten MexaHU3bM, KoiTo mo3sonssa Ha HTTPS
yeb caiiToBeTe Ja ce IPOTHBOIOCTABAT HAa HMMMTalUs OT CTpaHa Ha aTaKyBallHTE,
M3M0/I3BANKH HENPABUIIHO W3aJICHU W TBKIIMBH CepTU(GUKATH.

PA3JEJ IV
3AKJIIOYUTEJHHU PA3IIOPEJBH

§1. PLKOBOIMTEIUTE U CITY)KUTETUTE B OOIIMHCKA aMHHHUCTPALMA Ca JTHKHH Jia I03HaBaT U
crasBar pasrnopea0uTe Ha Te3H NpaBuia.

§2. KoHTpOIBT 10 Cclla3BaHe Ha IIPaBUJIaTa C€ OCBUIECTBSBA OT ONPE/CIICHOTO ChC 3aIl0BE/ Ha
KMeTa 0TroBOpHO JHIle]3a rapaHTHpaHe Ha MpeXoBaTa U HH(POPMAIHOHHATA CUI'YPHOCT
Ha M3MO0J3BaHMTe MH(pOpPMANHMOHHM chcTeMd B OOIIMHCKA aaMHUHHCTpanus—/Dreoer.
JIOmyCTHMH ca JONBIHUTEIHA MEPKH W IIPOLEAYPH, KOHTO Ca IENeChOoOpasHH H
HeoOXO0JMMH C OrJIe] 3alliTa Ha HHpopMaIusTa.

§3. Hacrosimure BBTpENIHM IpaBHIA CE pas3rIEkKJaT W OLCHSABAT MNEPHOTMYHO C OTJICH
epekTuBHOCTTA i, KaTo obmmHa JDkeben Moxe Ja mpueMa M Ipuiara JIOMbIHATEIHA
MEpPKH M NPOLELYPH, KOUTO ca LeaechoOpasHu M HEOOXOQMMH C Orje]l 3alluTara Ha
nH(pOopManusTa.

§4. Te3u mpaBuia ca paszpaGoteHH cbriacHo Hapenba 3a MUHMMaIHHTE H3MCKBaHMA 32
MpEKoBa M MH(OPMAIMOHHA CHTYPHOCT U Ca YTBBPJEHH ChC 3aroBes No AGLO A [OA N

2020 r. Ha kMeTa Ha oOmuHa J[xeber.



