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Pas.qer I

OBIUI4 nOJIOlKEHllfl,

tl.n.l. Hacrosrqure rrpaBr.rna KacaAT npoueca Ha yrIpaBneHLIe Ha xu3HeHI'Iq uI'IKbJI Ha

uusoprr,raUrroHHr.rre 14 KoMyHHKarIr{oHHLITe cHcreMH LI TexHI,ITe KoMtIoHeHTI'I B paMKlITe Ha

o6uluua [Ne6el.

r1n.2. Yc11oe14sra, HaTII,IHGT vl peAbT 3a npu4o6znane, BbBexAaHe B eKcIIJloaTarJJ.Ifl,

[oAApbxKa, [peMecrBaseluzgacgHe, [I3Bex,qaHe or eKcnJloarallilfl u yEvruoxaBaHe Ha

uH$oprr,raqr4oHHl,r lr KoMyHI,IKaTITIoHHI,I cprcreMl,I I,I TexHlITe KoMIroHeHTu s o6uuHa.{Ne6en

ca B KoM[ereHIILI[Te Ha AI4peKIII'IS MATOC na o6uunara.

rll.3. Onucrr ua un0opvrarluoHHr.rre aKTI,IBLI tro cMHcbJIa Ha qr. 5, a,'r. l, r. I ot Hapeg6ara

3a Mr.rHr{MirnHr.rre r,r3r{cKBaHufl 3a MpexoBa u Iau(fopMalrrloHHa cl'IrypHocr (Hape.(6ata),

CbA:spxa uu$OprrlaUnl, neo6xoAgMa 3a pa3peuaBaHeTo Ha I'IHUilASHTta, aHzuIVt3 I'I oUeHKa

Ha pLIcKa, ynpaBneHl,Ie Ha yfl3BI,IMOCTH I{ y[paBneHl4e Ha I'I3MeHeHI',IfTa, KaTo:

eAHo3HaqHa ugeutu(lvKat\vtfl, Karo I'IHBeHTapeH, cepl4eH HoMep ilnil Lp';

ocH o BHLI xapaKTepI'ICTI'IKI'I ;

ycnyr[, npoqecu u Aeftnocru, B KoI{To yqacrBa;

MecToIIOJIOXeHUe;

foAuHa Ha IpoI,I3BOACTBO, KsAero e rIp[noxI',IMO;

AaTaHa BbBexAaHe B eKcIIJIOaTatryts', KbAeTO e Ilpunoxl,IMo;

B,epcus, KbAeTO e npunoxl',IMo;

MecToHaxoxAeHI,Ie Ha cBbp3aHaTa c Hero AOKyMeHTa(H'

ercclnoaralllloHHa, norpe6urencra u 4p.);

oTroBopHo nlrqe.

(rexunuecra,

rll.4. (l) HacroxrrluTe flpaBr,rna cailpvert4B cborBercrBlae c I'I3I'IcKBaHero Haql.5, al' 1, r'

6 or Hape4 6ara c qen HaMZrn BaHe Ha pr.rcKa OT HHIILIASHTII, HacrbIrHJIIl B pe3ynrar Ha

LI3MSHSHH, BbB BaXHIITS Sa AefiHOCma unQOpruaIlnOHHI'I AKTvtBvt, V [o-TOqHO B

rau(poprraaU[IoHHllTe U K6MyHI'IKaIIPISHH]ITS cI'IcTeMI'I t4 o6clyxnaulara il'I

rau$pacrpyKrypa, B npouecrrre u Aeftnocrl,Ire, n ron$urypar\vtilTe, n cosryepa I,IJII,I BbB

Stpuyepa.

(2) IIpeAn u3BbpIxBaHeTo Ha LI3MSHSHI'I.g, II3pI'IqHo onpaBoMoIIIeHI'I cnyxI4TeJIII Ha o6ulusara

[paBsT aHiIJIu3 I4 OIIeHKa Ha plICKa 3a BceKI'I KoHKpeTeH Clyuafi I'I B CbOTBeTcTBHe c qr' 7

or Hape46ara.

(3) I,I:ueueHHflra ce:

l. [JIaHI{paT, KaTo Ce OilpeAen-f,T cpoKOBe I'I OTTOBOpHOCT}I 3a BCsKa AefiHocT, Ko'To IIIe

6tge Ia:ntplreHa [pe.{Il, no BpeMe Ha I'I cneA I43MeHeHI'Iero;

2. cbrnacyBaT IIpeABapuTeJIHo C BCI'ITIKI'I CTpaHIa, gMaIIIH oTTOBOpHoCTH KbM [pOqeCInTe

u Aefi nocrure s o6xsat a sa *tape46ara;

3. OAo$p.rnar OT aAMuHpICTpaTuBH[Iq opraH, I'IJII'I OT I'I3pI'IIIHO y[bnHOMoIIIeHo oT Hero

nrlqe;

l.
2.

4.

5.

6.

7.

8.
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4. orroBecrrBar no noAxoAs[I Haqr,rH Ha Bcr,rr{Kr,r crpaHI,I, KoI,ITo ca 3aI,IHTepecoBaHLI;

5. nuQopuupaHero Ha 3auHTepecoBaHr.rre crpaHu rpr6aa Aa e lroHe 3 lspr flperu Aa ce

HanpaBI,I I43MeHeHI'IeTO ;

6. [poBeprBar B TecroBa cpeAa.

(4) O6Uuuara paspa6orBa rrJraH 3a BpbrUaHe Ha cl{creMllre B IIpeALIIIIHoTo HM cbcro.lHvle,3a

Aa ce HaManr4 npoAbnxr4TeJrHocTTa Ha [oTeHrIr.ruIJIeH LIHUIIAeHT, HaCTbtIHJI B pe3ynTaT Ha

I,I3MCHEHI,ICTO.

rll.5. (1) npn paspa6ornaHe Ha rrpoeKTr4 r,r rexHI,IqecKL 3aAaHus o6qusara BKrIoqBa

aAeKBarHr4 r4 KoMnJreKcHr.r t43r{cxBaHufl, 3a MpexoBa n uuSopMaIIpIoHHa clrrypHocr,

ocHoBaHI4 Ha aHIIJII,I3 H OUeHKa Ha pr,rcKa, c qen Aa ce rapaHTl'Ipa, qe II3I',ICKBaHOTO HI',IBO Ha

cgrypHocr na rausoprraa\uflT1 Mpexrdre ra ran(foprraaqrloHHllTe cLIcreMI'I e 3aJloxeHo oule

B erarla Ha paspa6orKa I4 BHe.{pqBaHe.

(2) IrlsrorneHr,rre rexHr4qecKu sa4aluc,lcueUutbuxaqllu rlo al. 1 ce BrII'IcBar B perplcrbpa no

rrJr. 5l or Hapeglara 3a o6ulnte r,r3r,rcrBaHllg KbM rau$opuaqrloHHl'ITe cvcrel'fu,

perI4cTpLITe I4 eneKTpoHHI,ITe aAMIIHIACTpaTI{BHU ycnyfl',I I,I Ce yTBbpxAaBaT cbulacHo IIJI'

53 or cbrrlara Hapea6a or npeAceAarencr na ,{A "E:rerrpouHo ynpaBneHlle'r IUII'I

onpe.(eneHo oT Hero AJI6XHOCTHO JIHIIe, B CpoK ABe ceAMI',IqlI cneA BnI',ICBaHeTo pIM'

(3) O6Uunara BBBexAa B eKcflJroararlr{, HoB[r unSopnaaqploHH[ LI KoMyHI'IKaIIUoHHH cI'IcreMI'I

nnaHr.rpaHo r.r cneA ycleruHo [poBeAeHr4 I,r AoKyMeHTVpaHu TecToBe, AoKUI3BaIIII{ 3aIIII'ITaTa

ua ran(poprr.r a\uflTa ot :ary6a Ha AocTbIIHocT, I'IHTerpI{reT I{ xonSngeHquaJlHocT'

r{,r.6. (1) O6uruuara roA.ubpxa uu(popMaIII4oHHa H KoMyHHKaIIpIoHHa ran{pacrpyKrypa,

Kof,To rapaHTprpa, ue uHQopMarllroHHrare u KoMyHI,IKaULIoHHIIT€ cI'IcreMlI, t43Il6nHrBaIIu

pz13nr,rrrHg SyHxquu, ca pa3AeneHI,I vt I{3onI4paHI'I [OMexAy cvt Qusuuecru uluttu

JIofI,IqeCKI,I, KaKTo vt qe cA pa3AeneHI'I u u3onprpa:ar OT untpoprvlaU'IoHHuTe pr

KOMyHI{KaIIUOHHIITe CI,ICTeMI4 Ha TpeTI',I CTpAH]r1l, C qen Ia ce orpaHI'Iq}I pa3[pocTpaHeHI'IeTO

Ha I,IHIILIAeHTIT c MpexoBara u IauSoprvrallnoHHara cl'IrypHocr'

(2) B c1yuafi qe AaAeHa cI,IcTeMa e cbcraBeHa oT noAcI'IcTeML, pa3AenfHeTo HM ce

OCEIUeCTBxBa Ha nOCneAHO (fUSuveCrO I'IJIII JIOr[qeCKo HI'IBo, KaTo ye6 Cspnrprr'

c15pB6pbr c rprnoxHr,rfl coQryep r{ cbpBbpbr c 6a3ara AaHHI'I Ha eAHa nu@oprrlauroHHa

cI4CTeMa ce pa3[IonalaT Ha pzBnuIIHI'I MaIIIUHI'I 14 B pa3nvqHl'I Mpexu'

rll.7. (1) O6uruHara rapaHTrpa, ue rpa$raxbr MeXAy OTAeJIHLITe CI'ICTeMH H TeXHHTe

[o.(cucTeMu e KoHTponupaH qpe3 roAxoAfIIIo rfnnrpnpane (no IP a,4pec, 11o flpoToKoJl'

ro HoMep Ha rropr or Transmission Control Protocol (TCP)/Internet Protocol (IP)) c qen

[peBeHur.r.s Ha eBeHTyanHr.r aTaKr{ r,r orpaHr,rqaBaHe Ha pa3[pocrpaHeHl4ero Ha I4HIIu.(eHTI'I'

@ralrpupaueTo Ha rpa$zxa rptlva La 6r7re ro npeABapl'IrenHo pa3lil4cauu Ia o4o6penu

npaBIIJIa, ocHoBaBaulu ce Ha SynrquouanHocTTa I'I cI'IrypHocTTa, Ko[To rpr6na la61D!lar

peAoBHO npoBepflBaHH 3a HeperJraMeTrupa1r LI3MeHeHH' U Aa dblLar aKTyiInI',I3IapaHV c

orneA Ha HoBoBb3HI.IKBarII[ 3afl raxu.



(2) HeuyxHure noproBe ro rporoKonr4 TCP u User Datagram Protocol (UDP) ce sa6panrnar
qpe3 aAeKBaruo rouSurypprpaHe Ha r,r3rroJr3BaHr{Te co$ryepun pe[reHI,I.,I, xapAyepHla

ycrpofictna u o6opyanaHe 3a 3alrrllra LI KoHrpon na rpa$uxa.

rll.8. (1) O6Uuuara npueMa qcHo 4e0rauupanu IIoJIHTI,IKLI orHocHo Heoropl,I3llpaHoro

I,r3[On3BaHe Ha:

l. nuqHr,I TexHHrrecKLI cpeAcrBa B Mpexara, Kof,To KoHTponl4par;

2. npeHocLIMI{ 3anHcBaulu ycrpoftcrna.

rl"rr.9. (1) O6qunara np[nara cneAHr.rre MepKr,r 3a 3arrllaTa na npoQunllTe c aAMI'IHI'IcrparHBHI4

lpaBa sa rau$opuarlrloHHr,rre r,r KoMyHr.rKauI4oHHilTe cllcreMu I,I TexHI,ITe KoMnoHeHTI4:

1. rrpeAr.r BbBexAaHe B eKcnnoara\ufl 34:t.nxtaTenHo ce cMeH.,IT ugeurra$urau[oHHl{Te

Aal;Hu Ha aAMr,rHr,rcrparopa, BbBeAeHra rro [oApzB6upane ulrvt vIHcraJtI4paHI'I or

rrpor{3Boru retsl Eocr aBqHKa na un(poplrall}IoHHllfl aKTI'IB;

2. aAMHHI,IcrparopcKI,ITe upoSulH ca nepcoHanHl{;

3. aAMr,rHr,rcrparopcKr.rre npotpulx ce rd3noJr3Bar caMo 3a aAMI,IHLIcTpaTI,IBHI'I qenu;

4. aAM[rHr.rcrparopcKr4Te npotfnnu ce cb3laBar caMo Ha cnyxllTenl{, KoI{To I'I3BbpIIrBar

aAMHHI,ISTpaTilBHr4 onepalluu (uucralzpaHe, rou$urypupaHe, ynpaBneHl'Ie,

nogprxKa u r. n.);

5. rrpaBaTa Ha BceKH aAMHHr,IcTpaTopcKH aKayHT ca orpaHl,ItleHlr BBB nrsN,IoxHo Hafi-

roJrsMa crerreH Ao $ynxqnouaJrHus, vr rexHI,IqecKIa, flepl,IMerbp Ha BceKv

aAMrrHLICTparOp;

6. 4aHHHTe 3a aBTeHTHKa\uflTa Ha aAMHHI'IcrparopcKIaTe aKayHTI4:

7, ca pa3rI,IuHLI 3a BcgKa cl,IcreMa;

8. ca c Bb3MoxHo nafi-rorq1da cJroxHocr, [o3BoJIeHa or cl,IcreMara ulu lj,eit]F^ug

KOMIOHEHT;

9. ce c6xpaHflBar floAxoArrqo SzrrauecKr,r t,t JloruqecKl 3aIIIIrreHI'I, Karo Aocrbrl Ao rrx
r.rMa caMo oropr{3r{paH npeAcraBrareJr Ha [xouxperua 3a BcrKa o6uusa crpyKTypa:

Ar4peKrILIf, OTAeJI Ulu clyxutel] ;

10. nogrpxa crl4cbK Ha aAMI{HI{crpaTopcKLIre npoSruu :a un$opuaUHoHHI'ITe v

KOMyHIIKaIIUOHH I4Te CI4CTeMI,I H TeXHI',ITe KOMTIOHeHTU ;

I l. upra HeBb3MoxHocr Ha aAMlrHucrparop Aa [3IIbJIHrBa rIbJrHoIIeHHo Synrquure cH

nopaAg o6exrunnu npuqHHH [paBara Ha ailMilHHcrparI,IBHLIs My aKayHT ce c[]Ipar 3a

cboTBeTHLL lepuoA;
12. none BeAHbx roArarrrHo ce flpaBr.r nperneA Ha aAMLIH[IcrparopcKI,Ire rpo$ranv c qen

yAocroBep sBalle Ha aKTyUUIHOCTTa I'IM.

(2)llaporure 3a aBTeHTr.rKarItu Ha aAMuHr.rcrparopcKrlre npotfzlla ce cMeHrr 3aABJIxI{renHo:

1. [epvoAntlHo - Hafi-ualKo BeAHbx B roAI'IHara;

2. npla [peKparsBaHero Ha AoroBopnnre vrru cryxe6nu orHolreHuq ctc cnyxureJlH I'IJIH

Tperl4 crpaln, Ha Kouro re3I'I AaHHkl ca6ntuY3BecrHIr;

3. npu npo6uB B MpexoBara u uuSopMaIIpIoHHara cl'IrypHocr.

(3) Bcutvxlr oleparluu, npoqecta u lefinocrr.r e nn(popMaIII4oHHLITe I,I KoMyHilKaUI'IoHHI'ITe

C?ICTeMLI V TexHI,ITe KOMIIoHeHTLI, u3BbpmeHH C AI}II/HUICTpaTOpCKI4 flpaBa, Ce



AoKyMeHTr4par no cMr,rcbtra Ha qn. 5, an. 3 u 4 ot Hape46ara 3a BceKH a,u,IllHncrparopcKll

npo$un H B cborBercrBue c Iz3LIcKBaHilflTaHawt.29, at.2, 4,5 u 6 or Hape46ara.

(4) B AoKyMeHTaUvrflTa ilo ut. 3 ne ce BbBexAar LI He ce cbxpaHrBar rlaponl'I Ha

aAMI,IHI4crparLIBeH upo$u.rr uo4 (foplrara Ha rBeH reKcr IIJII'I xerl.

rll.10. (1) O6uuuara r.r3rroJr3Ba orAenHa, no.(xoArrqo 3auILITeHa cpeAa (napexa, crlcreMa,

co$ryep v Ap.) 3a rlenr{Te Ha aAMr.rur,rcrpllpaHe Ha un$oprraaUuoHHlre vt

KoMyHr,rKauraoHHr.rre cI,IcreMH r,r rexH[Te KoMIIoHeHTu. Tasu cpeAa e I'I3onI'IpaHa or

Apyrr{Te uusopuaqrroHHr,r r,r KoMyHr.rKarI}roHHr.r c}IcreMLI na o6rqzHara [I or I,IHTepHer 14 He

ce lr3noJr3Ba 3a Apyru qenu.

(2)B ctryuafiqe aAMr4Hr4crpr4paHero ua un$opMaIIuoHHI,ITe LI KoMyHI,IKaIIrIoHHI,IT0 cI'IcreMI'I lI

TexHr4Te KoMnoHeHTr.r He ce ocbrrlecrBqBa npe3 cpeAara no aJI. 1, noroqure Ha ra3vt

uu$oprraaqvfr, ca3ar\LtreHr,r trpe3 MeXaHI,I3MLI3a yAocroBeprBaHe I'I KpI'InrI'IpaHe.

9n.11. (1) O6Uuuara4ap,aAocrtn 4o rau$opuarluoHHl,ITe u KoMyHHKaIIHOHHITTe cI'I cplcreMu

ua norpe6vrreil urtt aBToMarv3r.rpaH flpoUec caMo Koraro ro3LI Aocrbrl e crporo

ueo6xo4raru ua norpe6nreJ1s, 3a Aa vt:.tt'bll.ru 3aAbJIxeHu flTa cv!, ptrv Ha aBToMarl'I3vpaEr4r

npoqec Aa r43Bbprlr.r neo6xoAr{Mrrre rexHuqecKu oflepalll4u.3a la rapaHTupa, qe ,{ocrbrl

go uH(bopMaUlroHHr,rre [r KoMyHuKarI[oHHr4re My cl,IcreMu HMar cilMo oropl{3l'IpaHl

uorpe6urelu, ycrpoficrna (nxlrc.urreJrHo Apyrfl unSopuauI4oHHI'I cucreuu) 14

aBToMarLI3 fipanu rlpouecu, o6Iuuuara onpeAenfl :

l. flpaBara Ha Aocrbn Ao KoHKpernu un$opuarllaoHul4 aKTuBIl Ha cnyxLITeJI[ITe cnopeA

AIS)I(HOCTTa IAM;

2. peAa 3a 3uuIBsBaHe, [poMsHa H rlpeKparflBaHe Ha Aocrbn;

(2) O6Uunara npflnara 3aAbJrxr{TeJrHr.r MepK[ 3a aBTeHTI,IKarIur, oropl'I3allflfl t4 oLt4T Ha

KOMlrOTbpHilTe Mpexv u cvrcTeMH, KOI,ITO BKJITOTIBaT V Lt3IdCKBaHI?Ifr 3A O[peAeneHa

CJIOXHOCT Ha AaHHLtTe 3a aBTeHTHRAL\149., aKO Ce I'I3[OJI3BaT naponl'.I Te:

L cneABa Aa cbAbpxaT MIIJIKI,I H roneMI,I 6yrnu, UI4$pl,I lr cuequanHl{ CI'IMBoJII,I;

2. ca Abnrr.r He rro-MirJrKo or 8 czrueora :a norpe6LITeJIcKI4Te H 12 cnlasora sa

aAMl4Hl{crparopcKrlTe upo (! ranu ;

3. [aponrrre ua uorpe6ureJrcxure axayHTr.r ce cMeHflT perynspHo Ha nepHoA He ro-roJlflM

oT luecT Meceua;

(3 ) O6uf unara rapaHT vtpa, qe norpe6ureJlc KI,ITS upo S rlu ca ug1urBupy utut4;

(4) B exeaHeBHara pa6ora ce r,r3rroJr3Bar npo$unu c sak-sucxoro HLIBo Ha Aocrsr, Koero

AaBa Bb3MoxHocr 3a I{3tIbJIHeHI'Ie Ha c.nyNe6uure 3aAbnxeHlaq;

(5) O6ufranaTa rapaHTzpa, qe nlvrlara, rlMaIIIIa npaBo Ea 3aflBcBaT AaBaHe, [pOMeHqHe H

C[rapaHe Ha A6CTI,II, OflpeAeJIeHI,I CrTJIaCHO iUI. 1, [paBflT peAOBHI'I rrperneAz Ha

AOCTBILITe, Ho He rlo-prAKo or BeAHbx B roAI',IHaTa;



(6) npu re3r,r upetneAr.r ce ycraHoBflBa Aartu BcHqKrl, Ha KoHTo e Aa.(eH Aocrarl ,4o Mpexara,

Ao orAenHr,rre cl,IcreMu ulultt [punoxeHr,rs, vtuut npaBo Ha Hero B cborBercrBl{e cbc

clyNe6uure taM 3aA6nxeHr{r, Aanr,r BbHrrrHr,r nuqa LIMar Aocrbrl 14 KaKbB e rofi (6unmu

cnyxr.rrenu, IrpeAcraB vr elrvt Ha rpeTI,I crpanr.r) ;

(7) 3a qenr.rre Ha nperneAr,rre aAMr.rHr,rcrparopr,rre Ha cborBerHllre unSoprr,raIIHoHHI4 t4

KoMyHr4KaUHoHHr4 cr,rcreMr.r flpeAocraBcr Ha orIpaBoMoIIIeH[Te no an. I nraqa ctrflcbK Ha

BCT,FIKI{, KOr,rTO I{MaT AOCTbn AO CI,ICTeI,IATA U HI,IBOTO Ha AOCTbIIa, a olpaBoMoIIIeHI',ITe

nmla IoKyI!{eHTLIpaHO nOTBbpxAaBaT HJII{ AaBar yKa3aHHC 3a npoM{Ha;

(8) O6ufuuara orpaHr.rqaBa AaBaHero Ha [pr.rBrrJlerupoBaH Aocrarr (no-nucoxo HrIBo Ha Aocrbn

VIvt AocTbn Ao CI{CTSMa, Ao KOSTO 1I,IUeTO He rpt6qa Aa vtMa AoCTBrr );

rrpr.rBr4nerupoBaHr{flT Aocrtrr ce AaBa caMo 3a olpeAeneH [eplroA u lleit'crsusra c Hero ce

KoHTpOnpIpaT;

(9) O6rUuuara rapaHTnpa, qe Aocrbrrbr Ao cnoAeJreuu Safinone u npI,IHTepr e pa3peueH caMo

or Mpexara, KoHTpoJI r4pa:aa or o6qusara.

Pasaefl II

3AIIII,ITA HA IIHOOPMAIII,IOHHI4TE I,I KOMyHIIKAIIUOHHIITE
C[ICTEM}I

r4n.l2. IIpu ueo6xoAr.rMocr or locrbtr 4o nH(popMaIIuoHHt4 aKTvtBvI I'I3BbH Mpexara,

KoHTponupaHa or o6ulzHara, ce cna3Bar I43I{cKBaHLIflTa Ha qil. 19 or Hape46ara,

BKJIIOqI,ITEJIHO:

l. ce r,r3noJl3Ba uaft-ualro 4ny$arropHa aBTeHTVKa\ufl,;

2. ce r,r3[oJr3Bar caMo KaHaJrr.r c Br,rcoKa creleH Ha 3aIIII,ITa xaro Virtual Private Network

(vPN);
3. He ce r.r3norr3Bar File Transfer Protocol (FTP) u Remote Desktop Connection.

r{ir.l3. (1) 3a HaMirJrrBaHe Ha pr.rcxa or T.THIILIAeHTI,I, [peAI{3BI,IKaHLI or rexHHrIecKI'I noBpeAH

Ha cr{creMl,Ire, o6rqunara:

I . oc[rypqBa KJILIMaTI4Ko-MeXaH[IIIHLITe ycnOBLIL yKa3aHV oT npou3BoI.uTenfl;

2. ocb[IecrBcsa Ha6rIoAeHI4e Ha [apaMerpl4Te Ha ycnoBnflTa no r. l;
3. npoBex.qa flilalz4panapelynrpHa rexHl,IqecKa npo(funaKrl'IKa ua ycrpoficrBara.

(2) 3aHaMaJrrBaHe Ha plrcKa or Heoropr,r3r,rpaH Aocrbn, o6rqunata pa3nonara ycrpoficrnara n

3oHI{, KoI,ITo ca SusnuecKr,r H Jlorr,rqecKr,r 3aIIrI,ITeH}I B cborBercrBl'Ie c KJlacz$uraIlusra na

nuQopuaulzflTa, c Korro pa6orrr.

r{n.14. (l) O6Uuuata vtHcraJrkrpa v noAAbpxa caMo BepcuI,I Ha I43tIoJI3BaHufl. B clrcreMHTe

co$ryep ra Srpuyep, KoLtro ce noAAbpxar or AocraBrILIqrITe l{nrt npou3BoAureJlzTe v ca

aKTyzuIHI4 OT rneAHa roqKa Ha cl4rypHocTTa.



(2) Kn,1er"rr ua o6uluuara, o4o6prna co$ryepa, xofiro ce LI3tIoiI3Ba n I,rHSopMatII4oHHure I'I

KOMyHr{KaII}IOHHLITe CI,ICTeMI.I.

(3) O6nruuara roAlbpxa 6u6luoreKa c 4racrpu6yrur;r Ha LI3roJI3BaHIax coSryep u iptpnayep

c ueJI HaMiIJrflBaHe Ha BpeMeTo 3a Bb3CTaHOBflBaHe Ha AaAeHa cI'IcTeMa cneA cpI',IB.

(4) O6tuuuara rpeArprleMa MepKil 3a:

1. HeAorrycKage Ha u1craJtupaHero r{ r,r3noJl3BaHero Ha Heo4o6pen cotpryep u Srprrayep;

2. KoHrpon Bbpxy LI3uoJI3BaHLL coSryep u (frpvryep, BKJIIoqI'IreJIHo HeroBara

aKTyiInHocT.

(5) O6UuHara rrpr{eMa BbrperrrHr,r npaBr,rna u r.rHcrpyKllvtv3apelnaMeHTl'IpaHe sa Leitcrsusta

no:

1. noAAbpxaH e sa }u6tltoreKara c 4ucrpn6yrnBil Hau3rIoJI3BaHrr coSryep ra {rpuyep
B aKTyanHo cbcro.fl HI'Ie;

2. yilpaBneHrlero HaAocrbtraAo Hefl;

3. flpocneAsBaHe 3a HOBOOTKpUTT4 yfl3BLIMOCTU B CLIrypHocTTa Ha I'I3[on3BaHI',Iq B

cLIcreMHTe cotfryep u iftprrayep I'I 3a TexHI4 aKTyanI'I3aIIuu (uonu Bepcuu, tuAefirz u

nauOne), KOI,ITO OTCTpaHqBaT Te3I,I yq3BuMOCTLI, UnI'I MepKI'I 3a CMeKqaBaHeTO I'IM'

uy6rurxynanl{ or rIpoI'I3Bo.[I'ITenI'IT e vlrut AocraBqI'IIII4Te ;

4. upu4o6uraHe V npoBepKa Ha IIpoI'I3xoAa I'I qenocTTa Ha aKryulla3alJxflTa IIpeAI{

I{HcranupaHero fi;
5. [punaraHeTo Ha aKTyzInLI3aUvtuTe v flpeflopbqaH1lTe MepKLt, KOI{To rpr6na Aa ce

14 3BbpIIrBar cbo6pa3Ho pasnope46l'Ire Ha Hape46am'

(6) O6UunaTa rapaHTrlpa, qe ycTpoftcrBatav cVcTeMI'ITe ca roH{IarypupaHl'I B csorBercrBl'Ie

c npefiopbKgTe 3a clarypHocT Ha CboTBeTHfifl HM AOCTaBqI'IK I'InU [poI',I3BOAHTeJI' KaTO ce

ilpunoxar Ir I,I3lrcKBaHfiflTaHalpunoxeHl'Ie J\b 4 or Hape,{6ara'

(7) O6urrauara cbxpaHsna off-line Korrre or aKryanHure xou$nrypalll4oHHr'l Safilone ulutru

onHCaH[Ie ua uacrpoftKgTe, KaTo AocTbIIbT Ao Tffx rpr6na e KoHTponupan' KonaflTa ce

npoBepsBaT perynrpHo orHocHo KaqecTBo I'I ToAHOCT'

(8) O6uilHara perynrpHo ilpaBr,r npoBepKa ua rou@urypauroHHl'Ire (baftnoBe 14 HacrpofiKl{re

Ha cr{cTeMrr ra ycrpoftcrBa 3a HepernaMeHTI,IpaHLI LI3MeHeHI4fl.

h.15. (1) O6Uunara flpllnara n Ian$oprraalll4oHHara v KoMyHI'IKaUI4oHHara cv

untfpacrpyKTypa IIoAXoATIULI MepKI4 3a 3aIIII{Ta oT [poHI'IKBaHe u MepKI'I 3a oTKpI4BaHe Ll

cnpaBsHe cbc 3noBpegen co$rYeP.

(2) Meprrare 3a 3aIIrLIra or 3noBpeAeH co$ryep:

1. ca rrpgnoxeHr4 KBM Bcr,rqKr,I KoMrroHeHTra na unQopMauI,IoHHHTe II KoMyHI'IKauI4oHHI'ITe

cplcTeMu, KbAeTO TOBa e B63MOXHO;

2. ce 11olAbpxar B aKTyzrnHo cbcro.f,Hrre , 3a la LIMar clloco6nocrra La 3ail\vraBar or

HOBOOTKpIITI4 3arlJlaxu.



(3) Mepxnre 3a 3aIIIrIra or 3noBpe4eu co$ryep ro3BoJlrBar:

1. r43BbptrrBaHe Ha rrbJrHa npoBepKa 3a HirJrarlue Ha 3noBpeAen co$ryep lroHe BeAHbx B

ceAMr.IIIara, KbAero e flpunoxl{Mo;

2. [poBepKa Ha eneKTpoHHara floqa ra (fafinone, cBiuIeHI{ or I'IHTepHer, KaKTo I'I

[peHocLIMLI 3arlrlcBalqu ycrpoficrea, npeAI'I la 6rlar orBopeHI'I.

(4) O6ufznara r.r3BbprrrBa perynrpHo orIeHKa na e(ferrnBHocrra Ha MepKI'ITe 3a 3aIrII4ra or

3noBpeAeH coipryep u npu KoHcrarupaHrr cra6ocrz npeArlp[eMa Aeicrel{,s 3a

uo4o6prnaHe Ha 3alrllrrara.

r{n.16. (l) O6ufnn aravtMapaspa6orenu rroJrr,rrllKa L BbrpeIxHLI flpaBnna cbrJlacHo vl. 5, al'
1,r.6 or Hape46ara3a npr4iraraHe Ha Kpr.rrrrorpa$crz MexaHlI3MI,I, KoLITo ce [3[oJI3Bar

3a rapaHTr{paHe Ha ron$n4enqpraJrHocrra v LIHTerpLITera Ha qyBcrBHTeJIHara

nnSoprraaql,Ifl B cborBercrBl4e c seftuara uacn$nraqux.

(2) KpunrorpaQcrnre MexaHIr3Mr{ ca cro6pa:eHu c yfl3BllMocrra Ha un$oplaaUurra KbM

3aIIJIaxI4 3a Hefinure rOnSngeuUlIaJIHoCT vI I{HTeIpI'ITeT I'I c HopMaT[BHuTe u

perynaTOpHI,ITe I,I3I,ICKBaHI,Ifl KbM neftnotO Cb3AaBaHe, CbXpaHsBaHe U npeHac'He'

111.17. O6utnuara npeAnplleMa cneAHI,Ire MepKIa 3a 3aIIII'ITa na ye6 cbpBbpl'ITe:

l. HHcTanrapa cepruszrar ua ye6 c6pB6pr.rTe cil, t43LaAeH oT AOBepeHa cilcTeMa 3a

ceprusraqrapaue (trusted certification authority system), rofiro :

a) e prsAaAeH 3a cborBerHl,L ye6 cafir (website) rnu rpyna caftrose I4 e yHI'IKaneH;

6) nsnorsna anropl4TbM 3a KpI'IrIrI{paHe noue SHA2;

n) e arrya;leH, Karo cepru$uxatl'Ire c I'I3TeKbn cpoK ce aHynl'Ipar;

2. 3a 3aIqI,ITa Ha LIHTeIpLITeTa ua unoopuatlvjflTa, o6MeH.flHa c norpe6urelure, ye6

cafirsr (website) sa o6uusara e AocrbrreH citMo rlo nporoKon Hypertext Transfer

Protocol Secure (HTTPS), Karo ce la3tlornBar caMo Kplarrorpa$cxu TpaHcroprHrl

rrporoKonr TLS (Transport Layer Security) BepcLtfl 1.2, Ae$nuI'IpaH B RFC 5246 sa

IETF (The Internet Engineering Task Force - Cneuua.,ru3ilpaHa pa6orHa rpyrla 3a

rrHrepHer uHxeHeprrHr) upe:2008 r., Bepcilfl 1.3,4eounplpaH B RFC 8446 Ha IETF

upe:2018 r., nlu cneABalqu flo-HoBI'I Bepcuu;

3. 3a KpllrrupaHe Ha ran(popuaUutra, o6ueHrHa MexAy ye6 cbpBbpa u norpe6nreJllIre

My, ce trpunarar r.r3r.rcKBaHr.rflTa Ha qJI. 16 or Hapeg6ara u ce B3eMar rpeABI'IA

ny6nnxyraHr,rre B RFC ua IETF :a6paHLI 3a Ir3noJI3BaHe Ha Mero,4r'r :a uu$pl4paHe B

Kpl{[TorpaScrure rpaHc[oprHl4 rlporoKonil;

4. npr4nara rroAxoAgrl Web Application Firewall (WAP), rofiro na6lroAara ra $ranrpupa

rpa$ura oT H KbM cboTBeTHoTo [pun6xeHlre C Uen 3aIIIHTa na ye6 npun6xeHl1 Ta OT

xu6epararlr or rr.rna Cross-Site Request Forgery (CSRF), Cross-site Scripting (XSS),

file inclusion, SQL injection v AP.;

5. He ce [o3BoIqBa BMbKBaHe Ha AaHHI'I OT CTpaHa Ha IIOTpe6YtTeilfl) oCBeH Ha

oflpeAeneHvfie 3a ToBa Mecra;



6. Bcr4trKu BxoAHr,r AaHHV, nocrbnBarrlrr or KnI,IeHTa, BKJIIoqI,ITeJIHO cbAbpxaHl'Iero,

flperocraBeHo or rrorpe6r4Te rfl yt c:l1'bpxaHllero Ha 6papbpa, Karo headers sa

flpe[parrlaur,Ifl LI norpe6urelcru areHr, 6unar BanpIAI'IpaHI'I ;

7. npunoxHr.Irt co$ryep He rro3BoJr.,rBa BbBex.4aHe Ha cneqrIaJIHI{ cLIMBoJII{, oco6euo

TaKI4Ba, Kolrro ce I,I3noJI3Bar n SQL 3iuIBKHTe;

8. BcurrKr,r AaHHH, H3npaqaHu or KJTHeHTa r,r noKa3BaHra n ye6 crpaHuua, ca KoAIrpaHpI c

HTML, 3a la ce rapaHTLtpa, qe cbAbpxaHr.rero ce nso6paaana Karo reKcr BMecro

HTML erreMeHr rurn JavaScript;

9. 3a 3arrlr.rra or araKI,I or rlIIIa orxa3 or ycnyruI (DoS):

a) ce ualara orpaHHqeHr.re Ha 3zuIBKHTe r{ Ilo-cneuuilIHo Ilo MaKcHMzIJIHa AbJIxvHa Ha

cbAbpxaHr,reTo, MaKcr{ManHa AbnxHHa Ha 3zuIBKaTa L MaKcI,IMiInHa Abnxv}laIJa 3iuIBKaTa

uo Url;

6) ce xoHslrrypr4par rr{116T 14 pa3Mepbr na headers, KoLIro ye6 crpnlpbr IIre npueMe;

e) ce orpaHr,rqaBar BpeMerpaeHero Ha Bpb3Kara (connection Timeout), BpeMero, 3a Koero

C6pBbpbT u3rIaKBa BSI4qKI,I headers Ha 3iUIBKaTa, Itpe4u Aa .lr [peKbCHe, I{ MI'IHI'IM&JIHI'LT

6pofi 6afiroBe B ceKyHAa npr LI3npaIIIaHe Ha orloBop Ha 3arBKa, 3a Ia ce MUHI4MI'I3rIpa

sr:Aeftcreuero LI na slow HTTP aranu;

10. sa 3arrlrrra or brute force araxz ce BbBexAa orpaHHrIeHI,Ie Ha 6por ueycneIIIHI{ olI'ITI4

3A BJII,I3AHE B CLICTEMATA;

I 1. He ce H3BexAa cIIlIcbK ua ye6 AlIpeKTopHlITe;

12. 6ucrcr;urKllre (cookies) .(a I4Mar:

a) tllar 3a 3auILIra (security flag) - tosu Snar rancrpyKTl'Ipa 6payztpa,qe "6HcKeI'IrKaTa" Moxe

la6rILe AocrbrlHa caMo qpe3 3auII'ITeHI'I SSL xaualu;

6) $mr HTTP only - I{HcTpyKrHpa 6pay:rpa, ee "6ucKBurrara" Moxe Aa 6llrye AocTblHa

cilMo or cbpBbpa, a He oT cKp[InToBere, oT cTpaHa Ha KnI'IeHTa;

13. headerS Ha OTroBopLITe Ha 3asBKv1 KoIdTo rpx6na La tapagTupaT 3aIIII4Ta KaKTo Ha

KJIueHTa, TaKav na ye6 caitra (website), CbAbpxaT oIIIII4I'I, IOcoqeHI'I B npl4noxeHl4e

J\! 5 or Hapes6ara;

14. s rrasHara ArpeKropufl Haye6 cafira (website) e cJIoxeH $afi.n robot.txt, xofiro Aana

yKa3aHr.r, na ye6 po6orrare (6orore/narqu) xort o qecro Aa o6xoxAar caitta, KaKro I'I

KOI,MaCTLI oT H9IO Aa O6xoxA aT 14 AaI{HAeKcI{paT; aKo ro:n Qailn He CblqecTByna, ye6

po6orure o6xoxAar rlenu, cailT - BcrKa e.[Ha HeroBa crpaHI'IUa, noAcrpaHuUa, crarl'Iq,

JrHHK pI T.H., KoeTO KpI{e puc6 Sa rOnSu4eHIIuanHOcTTa Ha nnSOprvraUuma;

15. upr,I LI3noJBBaHe na CucreMa 3a ynpaBneHl'Ie Ha cbAbpxaHl'Iero (CMS) ce rpoMeHs

HaLIMeHoBaHI,IeTo IIo [oApa36upane Ha [arIKaTa 3a AocTbtr Ao aAMI'IHI'IcTpaTopcKI'L

NAHCJI.

IIn.18. O6Unuara rpeAlpl{eMa cneAHure MepKH 3a 3aIIII'ITa sa DNS

1. 11pll LI3IIOn3BaHS Ha noBeqe OT eAIIH DNS Clprrp, BCeKI'I oT Trx Aa e pa3IIoJIOxeH B

pa3nr.rrrHa upexa/uogMpexa;



2. Aa npprnara DNSSEC (Domain Name System Security Extensions);

3. Aa MlrHlrMr.r:npa DNS 3arIBKHre crrnacHo RFC 7816 na IETF or 2016 r.;

4. ga zafipayu zone-transfers - 3JroHaMepeHrl nr,rrla Morar 6rpso Aa olpeAenrr BcIlqKH

xocroBe B onpeAeneHa 3oHa qpe3 rpaHcsepra na DNS :onu, ga cs6upar uHQoplaaqna

sa AoN,refiHa, Aa us6upar rlenfi 3a atann, Aa orKpI,IBar Heil3noJl3BaHra IP alpecv v la
:ao6uKa-[qr MpexoBH, KoHTpon Ha Aocr611a,3a ra KpaAar uH$oprrraqur;

5. n ron$urypaIIpIoHHI,L $afin 4a cJIoxIa:

a) dmarc (Domain-based Message Authentication, Reporting and Conformance) saunc;

6) SPF (Sender Policy Framework) eauuc

V.1.19. (l) O6rqunara ocurypxna QzsuvecKa 3arrlr.rra ua uH(popMaIIHoHHI,Ire cpl aKruBIr qpe3

[pHnaraHe Ha aAeKBaTHr.r u npoflopqraoHanHH MepKH Cpeuy 3a[JIaxI4 oT HeoTopI'I3I{paH

Susuuecrn Aocr611 Ao rrx. MeprrEre rpx6sa Aa rapaHTupar HanuqHocrra, I'IHTerpI'ITera I4

rou(huAenqriulHocrra na uuSopuaIIlIoHHI'ITe aKTI4BI'I.

(2) O6rUnHara ocurypsBa 3arrlr4Ta na uuSopMaIIHoHHI,ITe cI,I aKTI,IBL oT noxap, HaBoAHeH[Ie,

xHMLIqecKa Ia tpnsuuecKa rlpoMrHa Ha BBAyxa qpe3 IIoAxoA-,IqI4 MepKI'I B cboTBeTcTBI'Ie c

HOpMaTI,IBHI'ITe aKTOBe.

(3) 3a Aa rapaHrr4pa eSuxacnocrra Ha npunoxeHuTe MepKLI ro zul. 1 u2, oittluHara rI3BBpIIrBa

rroAxoA.rqo ua6ruo.qeHue Bbpxy rqx.

9,r.20. B c[ytail qe o6rqunara Lr3rroJBBa LIHAyoTpLIaJIHI4 cI'IcreMI'I 3a KoHTpoJI, or

$ynxqnonupaHero A cilrypHocrra Ha KoI4To gaBucflT cbIrIecrBeHI{Te ycnyrl'I, KoI{To

lpeIocTaB ., Tfl Ilpllnara lloAxo,[quu MepKI',I 3a TrxHaTa 3aIIII'ITa B cBoTBeTcTBI4e C

r,r3LIcKBaHI4 flT a Ha Hape.[6 ara, aKo ca [punoxLIM[I.

rqt.21. (l) O6UuHara r.r3rroJr3na cucreua/cprcreMpl 3a aBToMaruqHo orKpI'IBaHe ua c1r6utut',

Kolrro Morar giailoBluflflT Ha MpexoBarail uuQoprraaqploHHara cl,IrypHocr Ha BaxHI'ITe 3a

ueftuara Aefinocr cr4creMr.r, qpe3 aHilnr.r3 Ha uu(foprvraUl{oHHl{ rIoroIIlI, ilporoKonl4 H

oafilore, [peMHHaBarrIu [pe3 KJrrorroBr{ ycrpoficrna, IIo3LIqpIoHIdpaIJId raKa, lle Aa Morar

[a aHururcvpar Bcr.rqKr.r rrororll,t, o6uengupr MexAy co6ctseHl'ITe uM un$oprrlauvo[Hr4 pt

KoMyHHKarIrrOHHpr crrcTeMI,I, KaKrO u c nn(fOprraaIIIaoHHLITe I'I KoMyHTIKaIIUoHHI'ITe CI'ICTeMI'I

Ha rperl cTpaHI,I.

(2) O6uunara opraHr{3upa qpe3 r,rHcrpyKrlr,ur Aeficrruflra 3a sa6moAenue u peaKuilfl Ha

CI{fHZIJIVTE OT TE3I,I CIICTEMI,I

r{t.22. flo ornoureHl{e Ha CIzcTeMHLITe 3Arucvt o6qnnara rapaHTupa, qe:

l. B CbpBbpH 3a 11punoxeqvlfl, KoLITo [OAAbpxaT KpI'ITI'IuH14 4efinocru, cbpBbpll oT

crrcTeMHaTa nntfpacTpyKTypa, cr,pBbpl.I or MpexoBaTa IanSpacrpyKrypa,

oxpaHHTenHu cbopbxe]Hlilfl., cTaHuI,IU 3a ilHxeHepvtPlf 14 noAApbXKaHavlJilycTpl'IanHpl

cHcreMH, MpexoBo o6opy.unaHe ra pa6ornu Mecra Haaluktrt4crparopH ce perllcrpl4par

aBToMarr,rqHo BcI4rrKIa cr6urut, KoHTo ca cBbp3aHu lg,ait-uattro c aBTeHTvtKa\vs. Ha

uotpe6ute ilv1Te, y[paBneHl4e Ha npo(punure, IpaBaTa Ha AocTbII, [poMeHII B



[paBunaTa 3a cl4rypHocT u Syuxqraour.rpane Ha uu$opuaUploHH]ITe v

KOMyHT,TKaTIUOHHI,ITe CLICTeMI,I ;

2. B 3aflHcr,rre 3a BcrKo or re3r,r c'b6t4Tufl e or6enr3aHo acrpoHoMl,IqecKoro BpeMe, Koraro

e HacrbrrI,IJIo ct6uruero;
3. Bcr,rrrKt4 KoMrroHeHTil Ha cvcreMr.rre nolAbpxar eAI,IHHo BpeMe B cborBercrBze c

I{3I,ICKBAHI,IflTA IJA:

a) cran,qapru BIC ISO 8601-l ",{ara r,r BpeMe. llpe4craerntfl3a o6uen na ran$opr"ra\us"

gacr l: Ocsonnu ilpanura" n BIC ISO 8601-2 ",{ara Ir BpeMe. flpe.ucmnrHns,3a o6ueH

ua un$opMarlr,rfl. Yacr 2'. PasurupeHrax"; npeuero 3a HacrbtlBaHero sa cl',6urus. c [paBHo

LIJII{ TEXHUqCCKO 3HATICHI,IC CC OTIII,ITA C TOqHOCT AO TOAI,IHA, AATA, I,.AC, M}IHYTA I{ CEKYHAA,

a 11pu rexHoJroru.rHa ueo6xoAr,rMocr ce AonycKa ]I ortII,ITaHe Ao M[InuceKyHAa;

6) 3a cr.rHxpoHr43arlus Ha qacoBHr4IIHTe Ha KoMuoHeHTI,I Ha ran$oprvraUuoHHl{Te u

KoMyHr.rKarlrroHHr,rre cucreMr.r rpx6na Aa ce Ia3IIon3Ba nporoxon NTP V4 (Network Time

Protocol, Bepcu, 4.0 n cnelBar{u), ocHoBaH ua RFC 5905 ua IETF or 2010 r., Karo ce

ocqryprBa xpoHoMerpurrHa AerepMr.ruarlr.rfl c BpeMeBara cKaJIa Ha UTC (Coordinated

Universal Time), HJII{ aHaJIor}IqeH;

4. AOCTsrrsT 4O UnsOprvra\vflTaflo aJr. 1 e orpaHlaueH czlMo Ao JII,IUa, I,IMaIqu 3a.4T,JIXeH[Lfl

sa Ha6IIOAeHLISTO IIO cMI,ICbJIa Ha qI. 30 or HapeAiara. 3a pa3pe[IaBaHeTo Ha

T,IHIII,IASHTI4 c MpexOBATa V rnn$oprr,raqlIoHHaTa CI'IIypHOCT, 3a pa3KpI'IBaHeTO I'I

pa3cne.qBaHero Ha rexKr4 flpecrblrnelufl 14 rlpecrbflneHl,Ifl tro'uI. 319a - 319e or

HaragarelHl,I.f, KoAeKc B cboTBeTcTBIae c ut.14, at 4,r.2 u..Ut- 15, al. 3, r. 3 or 3axoHa

:a xu6epcurypHocT. .{ocrrulr Ao ra3g Ilu$oprraaUw,tpnflsa Aa e caMo 3a rIeTeHe;

5. un$opruaUvrflTa ilo an. I ce apxllBplpa u ce cbxpaHflBa 3a [epuoA He IIO-ManbK oT

ABaHaAeceT MeceUa trpn cIIa3BaHe Ha LI3I,ICKBaHI,I flTa:aaqrr. 32 or Hape.U6ara;

6. o6qnnara Aa e B cbcTosHue Aa I,I3BBpIuBa Kopenall4s Ha nn$opuraUg,Ta rlo al' I or

pa3ngqHure u3ToqHl,rqu il la [paBI4 a*aJtvlg,3a Aa orKpusr ct6uruq, Ko[ITo 3acrrar

MpexoBara H uuQoplaalluoHHara cllrypHocr.

vn..23. Brn Bpb3Ka c Bb3Hr,rKBaHe U ynpaBneHl{e Ha I{HIII{AeHTI'I C MpeXOBara il
un$opuaquoHHa curypHocr:

L cnyxr4Tenr{Te flo.qaBar cHrHaJr 3a Hacrbtwtilvt ultu rroreHuvaJlwu cs6urur, oKa3BaIrIlI

HeIaTI,IBHo BJILITHIIe Bbpxy MpexoBaTa v un{oprvraUl4oHHaTa CIITpHOCT Ao

[rouxperua 3a Bc.f,Ka o6qnna crpyxrypa: ArpeKrlr.rr, oTAen rInH cnPKI'ITen];

2. KMeTbT onpeAens cbc 3aIIoBeA JIt4IIe, oTroBopHo 3a perl4cTbpa Ha I'IHIIUAeHTHTe;

3. c yrBbpAeHa or Kuera r,rHcrpyKrlr,r, ce onpeAenrr peAa 3a perrlcrpl'IpaHe Ha cI'IlHaJIu,

npoBepKaTa HA TrXHaTa AOCTOBepHocT, xlaczsuqupaHeTo hM, T.flXHOTO

npuopl{Tl,I3l4paHe I,I [oc.IIeABaIIIoTo yBeAoM,BaHe 3a ToBa Ha [oAaTenfl;

4. 3a r.rHrIr4AeHTa Ce yBeAoMrBaT [peKuTe pbKoBOALITeJII,I Ha nHIIaTa [oAaJIH CHTHaJIa;

5. rantpopuaqyrflTa3a HaqHHa 3a pa3per[aBaHe Ha ]IHqI4,(eHTa ce [oAaBa B nrIcMeH BI'II;

6. [rHIrI,IAeHTa ce AoKyMeHTupa Ao [puKrroqBaHero My;

7. c6xpaHsBaHeTo r{ npeAaBaHeTo Ha AOKtBaTencTBa, KoraTo I'IHIII',IAeHT6T IIpeA[OIara

r43BspruBaHeTO Ha flpo{ecyanHr.r ryeitcTgns, cpeuy nHIIe VIU opIaHI{3aIIur'

BKJIIoqIrTenno seo6xoAHMI,ITe 3a ToBa 3afilacvl ce I'I3BbpIIrBa B [I{cMeH BLI/J



8. AocTG[bT AO pen.IcTbpa Ha IIHIII,IAeHTITTe e otpaHllqeH. JltIgala, LIMaIqu ,UocTarr ,(o

Hero ce onpeAenflT cbc 3arIoBeA Ha KMera.

(3) O6ufrauara pazpa6orBa, rpoBepsBa H nogbpxa B aKTyzInHo cbcroqHlle rIrIaHoBe 3a

cnpaBflHe c rrHUr.rAeHTI{Te, KoLITo 6uxa uuastu uaft-cepuosno sraAeficrnue Bbpxy

MpexoBara u r.rnQoprvraquoHHara cr{rypHocT. flJlaHosere cbAspxar ranQopuauils 3a:

1. orroBopHI,IKa 3a opraHil3apflTa npI,I HacrblBaHe Ha I'IHUIaAeHT;

2. pe.(a 3a uu$oprr,rnpane;

3. MepKLITe, KOIITS CJIe.qBa Aa ce npeAIIpI4eMaT LI OTTSBOpHSTO 3a ToBa nI'IUe;

4. peAa 3a KoHcynrl,IpaHe;

5. peAa 3a cneAeHe Ha rlapaMerpl'ITe lro BpeMe Ha I'IHq]IAeHTa;

6. JILIIIeTo, KOeTo trle cb6upa ]I cbxpaHflBa neo6xoAlar,aara nuifopMaUl4r, I{ Ap.

(4) O6Uunarapa3pa6orBa crparetvfl,3a KoMyHLIKaIII,Ifl, Ko.f,ro orlpeAenfl peAa 3a cno.(enrHe

Ha I{H$opMa\fiflTa 3a r,rHrIr{AeHTa cbc cnyxI,ITenLI, [aprHboplI, AocraBlluuvt, KJIIJ9HTLT,

MeAI,I[, AbpxaBHH OpraHI,I.

r{t.24. (l) IIpn r.rHrIHAeHr c MpexoBara u nn$opMalluoHHara cl'IrypHocr cnyxlrrerl or

[ronxperua 3a BctKa o6qusa cTpyKTypa: AI'IpeKUI'II, oTAen I{n}I cnyxl'Irel], orronapflIllo

3a MpexoBara u uuSopMaII[IoHHaTa CurypHocT, yBe,(oMsBa cBoTBeTHI'L ceKropeH eKI'III 3a

peafr.rpaHe npg r{HrIr,rAeHTr.r c KoM[roTBpHaTa cllrypHocT 3a IIHIIHAeHTIITe B cpoKoBeTe,

nocorreHr.r n ut. 21, al. 4 u5 u ql. 22 or3axoua :a xu6epcrrypHocr.

(2) 3ayBeAoMsBaHero no at. I n ro trJr. 17, at.7 or 3arona sa xu6epcurypHocr ce I'I3roJI3Ba

Qopuara, nocorleHa B nprrnoxesue J\b 7 or Hapeg6ara.

(3) npra H3nbJIHrBaHe Ha I43I4cKBaHeTo Ha ut. 17, zul' 8 or 3axoua :a xu6epcurypHocr

ceKTopHure eKr4[r{ 3a pear[paHe rrpH r.rHrIrrAeHTlI c KoMrIIOrspHara cl'IrypHocr I',I3npaIIIar

o6o6uleuara cTaTncTvtqecKa uu$opuaqnfl. 3a I4HIIUASHTI'I KbM HaIIHoHa:tHlafl' eKIaII 3a

pearprpaHe flppr ]rHur,rAeHTr{ c KoMnrorbpHara cllrypuocr, Karo I'I3IIoJI3Bar (popuara,

nocoqeHa B npHnoxeHlle }lb 8 Or Hape46ara.

(4) B cryuaft ue nu(lopMauHrra rro zrJr. 2 u 3 ce r,r3rrpalqa ro eJIeKrpoHHa noula, rt rpx6na 7a

e floAxoAs11lo 3aIqI,ITeHa OT HeoTopLtgupaHAOCTbII u 1ae xlaCuszqupaHa cbrnacuo ul' 6,

al.7 or Hapel6ara.

rl"rr.25. (1) HacrosuHTe [paBr4na Ha o6quHa ,{Xe6el BKJrrOrrBar MepKI'I 3a 3ana3BaHe

LIHTerpI,ITera ua un(fOpMallusTa n clyuafi Ha IIHUHASHT, 3acsraul HefiHaTa AoCTIIIHoCT'

(2) B.bB Bp63Ka c a-n. 1 ce lI3IIbJIH.gBaT cne.(H[Te npoqecu, CBbp3aHI'ITe c rcx ,[eftHocTtt Lr

oTf oBopHocrHTe no pe3epBr.rpaHe r,r apxkrBhrpaHe na nns opMallrl.ara :

l. pe3epBupaHe ulutu apxLIBI'IpaHe Ha unSopuauuma

xon$urypalrl4oHHu $afinone v Ap;'

2. 3a apxlzBup a*e v pe3epBilpaHe ce I'I3tIo rcsa zip rexuonor[t;
3. pe3epBl{paHero e qacrlltlHo;

4. apxl4BlIpaHero I.I pe3epBl'IpaHero ce I43BbpIIrBar BceKL AeH;

OT 6agu .4aHHLI,



5. npaBflr cel 6pofi Korrc;
6. BpeMero 3a cbxpaHflBaHe Ha BcrKo Korrue ce olpeAen, cT,rJlacHo I'I3I'IcKBaHI4flTa Ha

HOpMaTI,IBHLITe aKTOBe H OIIeHKaTa Ha pl',IcKa;

7. BctKo KorII4e ce cbxpaHflBa B apxl'IB;

8. MepKI{Te 3aIIIIaTa oT HeIIpaBOMepeH Aocrbn ca Qu:nueCK}I I'I JIoruqeCKI'I;

9. r,r3[oJl3Bar ce B KoHKperHu cnyqau

10. parpeureHl4e 3a H3IISJI3BaHS Ce AaBa OT JII,Iqe, olpeAeneHo Cbc 3a[oBeA Ha Kuera.

(3) IIpu pe3epBr{panero u/ulu apx}rBr{paHero ua r,rnoopuarryIrTa ce crla3Bar cJIeAHpIre

Id3IICKB,AHVTfli

1. rpaBflT ce perynrpHl,I KonI4, cbo6pzpHo pucKa or sary6a ua unSopMallut pt

ArlHaMI,IKara Ha u3MeHeUUero fi;

2. KolI,IflTa na nn$opua\Hf caeTlaxeTllpaHfi rro HaqIlH, yKa3BaIII eAHo3HaqHo IIoHe KaKBa

e HH(bOpMat\UsTa,3a KOs ClICTeMa, KaKbB MeTOA e ISIIon3BaH 3a Cb3AaBaHe Ha KoIIIIeTO'

I.AIAUqAC;
3. KoIIIa.f,Ta Ha uyBcTBuTeJIHa I,IHabopMaIIVfl. Ca B KpI'I[rI'IpaH Bfip, HJIV lroHe 3aIUI'ITeHIa c

napona;

4. KoIIusTa Ha I{HOOpMa\.:ursTA Ce CbXpaHcBaT Ha oTAenHa MaIII[Ha I{ IIO Bb3MoxHoCT B

Apyra SaIIII'ITeHa Mpexa;

5. eAHo oT Ko[I{flTa Ha Kp}ITI{qHa 3a AefiHocTTa I{HOopMaIIuq ce cbxpaHflsa off-line u uo

B63MOXHOCT B Apyra crpaAa vlril Ha o6Ia'IHa CpeAa;

6. npaBr{ ce 11 perynflp1a [poBepKa Ha roAHocT'ta Ha pe3epBHI'ITe KorIIlr. AaJII'I Te

r,r3tIbJIHflBaT II9JIHTS, 3a KoI,ITo ca cb3AaAeHu, I{ 11ocTkrta ilV ce Heo6xoAI'IMoTo BpeMe

3a Bb3CTaHoBsBaHe.

I{.y1.26. O6Uranara npe.41lp1aeMa no4xoAslttu u B cboTBeTcTBI'Ie c pplcxoBere MepK[I 3a

rapaHTI,IpaHe Ha HLIBOTO Ha yCnyrLITe I'I AeftHOcTI'ITe, KOI'ITO Ca B o6xBaTa Ha HapeA6aTa'

KATO:

1. pe3epBllpaHe Ha clrcreMla;

2. pe3epBl{paHe Ha YcrpoficrBa;
3. 6uaucupaHe Ha HaToBapBaHeTO Ha KpLITI,IqHLI ycTpoficTBa Hnu cucTeMl',I;

4. pe3epBllpaHe Ha IIeHrpoBe 3a AaHHH.

r{1r..27. (1) O6Uun;y;a pa3pa6orBa rJIaHoBe 3a HerpeKbcBaeMocT 3a AeficTBns' B cnyqafi Ha

aBapuu, nplrpoAHg 6e;1crsufl. Irnr.r ApyI[ HelpeABHAeH[I O6CTOTTSJICTBa, KoI',ITO 6l',Ixa

[puquHHnI,IIIpeKbcBaHeHanpeAocTaBflHaTaoTHeroycnyraBcboTBeTcTBI,Iec
r.I3r.rcKBaHHf;Ta Ha rul. 5, il' 1, r. 6 or Hapel6ara'

(2) Ihanonere IIo an. I ctAbpxar:

l. o6croqrencrBara, 3a KoI'ITo ce orHacqr;

2. nparoBere, rrpla Kouro ce aageficrnar;

3. Jrr{uero, Koero AaBa pa3pelleHrre 3a 3a.4eficrBaHero hM;

4. pe/ia3aBb3cTaHoBsBaHe Ha ycnyrl,ITe LI AefiHocTI,ITe Ao ollpeleneHo HI',IBO'

(3) lllanonere ro an. I



1. Ce npo[IpaBaT [epuoAl,IqHo, HO He no-prAKo oT BeAHBx B rOAHHaTa, c IICJI Aa ce

rpoBepr,r TrxHaTa aKTyirnHocT v La ce TpeHlrpaT iILIuaTa, KoLITO HMaT OTIOBOpHOCTI4 3a

H3TIbJIHEHI,IETO I,IM ;

2. ce noAAbpxar B aKTyiInHo cbcrorHue;

3. ca AocrbIrHI,I caMo 3a JII,IIIara, KoI,ITo I,IMar orroBopHocrl,I 3a rrxHoro Il3[bJIHeHue;

4. ce cbxpaHgBar Hafi-MulnKo Ha ABe Mecra, eAHo or Kor,rro e I43BIH crpaAara, B Ko.flTo ce

HaMr4par cr,IcTeMure, 3a KoI,ITO Ce OTHaCrr.

Paraer III
I43I,IC KBAIilVIfl, 3A KOHOI,IIYPIPAHE

9r. 28. Brn npr:ra c u3LtcKBaHnflTa sa ron$nrypprpaHe, 3zlnerHulnu n Hape46ara:

l. ce sa6pauxBar macros e office [aKerI,ITe;

2. ta6pauxeace pop-up n 6payseprre;

3. Auto play $yurqr,rrra ce ronSuryprapa BTIHaILI la IIcKa rorBbpxAeHl'Ie Ha

norpe6urerr;
4. User Account Control ce rouSurypupa Ao naft-eficoKo HLIBo, TaKa qe BI{Haur Aa

il3 I.aBa rrp eAyrlp ex IeHfi s. ;

5. 11p14 cnoAenrHero ua Qafinone H npr.rHTepr.r He ce I{3rIoJI3Ba uactpofira Everyone, a ce

yKa3Ba KOLI aKayHTI,I TOTIHO I.aI.IMAT npaBo Ha AOCTbn AO TflX;

6. :a6panrna ce TRACE/TRACK MeroAbr;

7. zalpauxsa ce anonymous authentication;

8. rr3norr3Ba ce Unicast Reverse-Path Forwarding (uRPF) sa npeArla3BaHe or

r43rroJ3BaHero Ha Salurueu IP aapecu u rate-limiting sa orpaHrlqaBaHe Ha 6pox Ha

3arBKHre no IP aApec;

9. sa6panxna ce TLS renegotiation B cr.rcreMll, rI3IIoJI3BanIu TLS, anu Aace ronSuryprapa

rate-limiter 3a orpaHLItIaBaHe na 6pox Ha rpeAoroBapflHe Ha cecnfl;

10. cro6ue:rttura3a rperrrKtr B cr{creMr{Te He AaBar LI3JILIIITHa rau(foplraqux;

I 1. ne ce rd3IIoJI3Ba AutoComplete;

12. usnorsrar ce rpunoxeHrra (add-ons) rnrrr lpayzrpute sa 6roxupaHe Ha peKnaMHo

csAbpxaHlle;

Vn.29. Brn nprsra c Lr3r.rc1BaHrrfl KbM headers Ha orroBopl,ITe Ha 3uuIBKI4 zaye6 cafironere,

Kor{To Ca 3iIJIerHuUIn n Hape46ara, O6tquuara npeA[pl4eMa cneAHHTe MepKI4:

L Headers Ha orroBopr.rre Ha 3iurBKHTe Aa He cbArpxar unsoplaauur sa nlarSopMl4Te I4

BepcuI.ITe Ha fl 3rIoJI3BauIlr coQryep.

2. Headers Ha orroBopl{re Ha 3aJIBKure cbAbpxar cneAHI'ITe oflquu:

a) HTTP Strict Transport Security (HSTS) - rorrr,rrr4Ka cbrrlacHo RFC 6797 ua IETF ot 2012

r., Koqro [prrHyxAanayel 6pay:rpa Ha KJIIaeHra,qa ce cBbpxe AI,IpeKTHo upes HTTPS npu

lpepa3rnexAaHe Ha ye6 caitra; fipelopttrureJlHa crofinocr Ha nepuoAaHaBilil4l.Hocr Ha

Kerua na HSTS (max-age) e roHe Ixecr Meceua,

6) X-Content-Type-Options - uHcrpyKrr,rpa norpe6nrencKll 6payerp Aa cile4Ba crpt4KrHo

ruua MIME, 4e$unnpaH B Content header; e,4uHcrBeHara Burr4!.Ha crofinoct 3a ro3LI

xeAbp e "X-Content-Type-Options-nosniff ' ;



B) X-Xss-Protection - uacrpofira rouQuryparlprrra :a XSS Qurrrpa, BrpaAeH B roBerrero

6paysrpz, Koero npeAorBparrBa HrKolr Kareropuu XSS araKI,I; [penopBtII,ITeJIHa

crofiuocr "X-XSS-Protection: 1; mode:block";

r) X-Frame-Options - AaBa yKa3aHLL na 6paysrpa la He BKapBa ye6 crpanallara BbB

frame/iframe Ha Apyrn ye6 crpaHr,rrlra; rpenopbrrrreJrua crofinocr "x-frame-options:

SAMEORIGIN'';

.4) Content-security-Policy - npeAorBparsBa rxr{poK crexTbp or araKlr, BKJIIoqLITeJIuo Cross-

site scripting r.r Apyru cross-site injections;

e) Referrer-Policy Header - ro3BorcBa Ha cafira Aa KoHrponrpa KonKo rau$opvra\vfl c

HaB:ata\Lrs, Aa ce BKnlouna n 6pay3bpa I{3BIH AoKyMeHTa;

x) Feature-Policy Header - rro3BoJrflBa wa caitra Aa KoHTponupa KoI,I Synruuu u [prIJIoxHL

nporpaMHr.r nutepQeficn (API) Morar.[a ce u3norl3Bar n 6pay:rpa;

:) HTTP Public Key Pinning (HPKP) - 3arrlr{reH MexaHr.r3bM, Kofito tlo3BorlrBa na HTTPS

ye6 cafiroBere Aa ce nporr.rBorrocraB.rrr Ha LrMr.rrarlnfl or crpaHa Ha araKyBalrlure,

usnors nafi KrI HerIpaBI{nHo [3AaAe Hn t4ltt4 JIrxJII4BI,I cepru$uxaru.

PA3IEJT rV

3AK JI IO qIITE JIHrI PA3 rIO PEAEI{

$1. Prroro.4r.rreJrr.rre H cJryxr.rreJrr.rre B o6uuscra aAMllHlrcrpartilfl ca AJIIxHI{ Aa no3HaBar I'I

cna3Bar pasuopea6llTe Ha re3I,I [paBI,IJIa.

$2. KourpoJrtT rro crra3BaHe Ha npaBuJrara ce ocblrlecrBsBa or onpe.qeneHoro cr,c 3anoBe,[ Ha

Kuera orroBopHo rnue]sa rapaHTupaHe Ha MpexoBara ra nn$opuauuoHHara cl'IrypHocr

Ha H3[OJr3BaHr,rre rausoprnraqr4oHHr.r cHcreMr4 n o6unncKa aAMHHHCTpaIIHfl-Ixe6el.

flouycrnulr ca AonbnHLrreJrHu MepKr4 Lt npoue,qypl,I, KoI{To ca qenecbo6pasHu v

neo6xoAraruld c orneA 3aIIILITa na unSoprraa\uflTa.

$3. Hacroflrrlr,rre BbrperrrHu npaBr4na ce pa3rnexAar I,I oIIeHrBar nepttoAl'ItlHo c orneA

eQerrunnoctra it, xaro o6uluHa ,{xe6en Moxe Aa flpueMa u npunara AonBJIHI'ITeJIHI'I

MepKr,r 14 flporleAypu, Kor{To ca ueJrecbo6paztu u ueo6xoAI,IMI,I c orneA 3aIrII'ITara Ha

uuSopuaquxra.

$4. Teru [paBprJra ca parpa6oreHr,r cbrJracuo Hape41a sa MHHLIMIIJIHI,ITe rr:]IcKBaulafl 3a

MpexoBa u r.rnQopuaurroHHa cnrypHocr u ca yrBbpAeHLI cbc 3aIroBeA Ns 
^.8&9 ^ 
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