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Mpoekm ,Cb3daeaHe Ha MOBenu 30 ONMUMAHU AOMUHUCMPAMUEHU CITipyKmypuU Ha obwuHume”, 3a
npedocmassHe Ha Be3gbame3dHa PUHAHCOBA Nomowy no OnepamugHa npozpama ,fotpo ynpasneHue”,
cvgpuHaHcupaHa om Eeponelickus cbios upe3 Esponelickus coyuaneH ¢oH0.



EBPOMEWCKM CHIO3
EBPONEWCKK [IOBPO YNPABAEHUE
COLIMANEH ©OHA

PA3JEJ I
OBIIH MOJIOKEHMSA

Y. 1 Te3n npaBuia umar 3a e Ja yKakaT Kak ce Mapkupa, usnomsea, obpaborsa, odbmeHs,

CbXpaHsABa U YHHIIO)KaBa PIH(]]OpMaLlI/IHTa, C KOATO pasnoJjara oburiiHa Il;)Kﬁﬁeﬂ.

Yn. 2 [pueTu ca BB3 ocHOBa Ha wi. 5, an. 1, T. 6 u 7 or Hapenbara 3a MUHMMAaTHM U3UCKBAHUA 32

MpexoBa 1 HHGOPMALIMOHHA CHI'YPHOCT .

Yn. 3 [lpaBunara wensT rapaHTHPAHETO Ha JOCTAaThYHA, AJAEKBATHA M MPONOpPLMOHANHA Ha

3aljlaxuMTe 3allura Ha an)opmaumTa C orjien Ha HeiiHaTa BaXHOCT, YYBCTBUTEJIHOCT U Ha

HOPMATHBHHUTE U3MCKBAHNA KbM HEH.

Y. 4 Knacudukauusra ce npuiara 1 BbpXy BCHYKH PECYPCH, KOUTO Y4acTBAaT B Ch3/1aBAHETO,
00paloTBaHETO, CHXPaHSBAHETO, MPEHACAHETO U YHUINOKABAHETO HA UH(OPMALUATA, KATO KbM
TAX TpAGBa Ja cCe MpWiaraT MOJXOMAIIM MEXaHW3MH 32 3alluTa, CHOTBETCTBAINM HA

HJIEHTU()ULIMPAHUTE 3all1aXH.

Yn. 5 (1) O6umea J[xeGen HaHacs HMBOTO Ha KiacM(MKAUMATa MO MOJXOAALL HAYHH BBPXY

JOKYMEeHTHpaHaTa UH(OpMaLus.

(2) 3a knacuduKauusTa He Ce H3MOJ3BAT HMBATA Ha KiacruKalui 3a CUTYPHOCT Ha

uHpopManuaTa OT 06XBaTa Ha 3aKOHA 3a 3aIMTA HA KlacK(uULMpaHaTa uHdopMaLys, KakTo ¥

TEXHUAT I'PUQ.

(3) Uudopmanusta Ges xnacuduxanms e J0cThNHA 3a OO0 MOJ3BaHe NP CTasBaHe Ha

CTaHJapTHUTE MpaBriia 3a aBTOPCKH IpaBa U KbM HEA HE CC IIpHjiarar MEeXaHH3MH 3a 3alluTa.

(4) Ipu o6men Ha uHpopmaLMs ce u3non3Ba Kiacudukauus TLP (traffic light protocol) cbriiacHo

npuioxkenre Ne 2 ot HapenGara 3a MMHUMaJIHM M3MCKBAHKA 32 MPEiKOBa H nH(pOpMALIMOHHA

CUTYPHOCT .

Mpoexm ,,Cv3dasare Ha MOdeNU 3a ONMUMAAHU GOMUHUCMPAMUBHU CIMPYKMypuU Ha obwuHume”, 3a
npedocmasnre Ha Be38bamesdHa huHaHcosa nomouy no OnepamueHa npozpama ~Jo6po ynpasneHue”,
cohuHaHcupaHa om Eeponelickus cvio3 Ypes Esponelickua coyuaneH hoHO.



[I0BPO YNPABAEHUE

EBPOMENCKM CHIO3 WW
eaponeﬂcm ﬁ e

PA3JIEJI I1
KJIACU®UKALIUA HA HHOOPMAIIMATA

Ya. 6 (1) C uen pa ce rapaHTHpa J0CTaThYHA, AJACKBAaTHA M MPOMOPUMOHATHA Ha 3aIulaxuTe
3alMTa Ha HHQOpMaLuUsATa, Ce NPaBy MpeLEHKa Ha BAXKHOCTTA M 4YBCTBUTEIHOCTTA H, KAKTO H Ha

HOPMaTHBHHUTC U3HCKBAHHA KBM HEA.

(2) BB3 ocHOBa Ha Ta3M MpeleHKa MH(popMaLuaTa ce pa3jeiis B HAKOIKO Kareropud. Korato e
NPUIOKUMO, Ta3M KilacuuKauus ce NpeHacs U BbpXY BCHYKH PECYPCH, KOHWTO Y4YacTBar B
Cb3laBaHeTo, O00pabOTBaHETO, CHLXPAaHABAHETO, IPEHACAHETO,  PasNpPOCTPAHEHUETO U
YHMIIOKABaHETO Ha MHQOpMauuATa, U KbM TAX C€ MpPUIAraT MOAXOIAIH MEPKH 3a 3alluTa,

CHOTBETCTBAILM Ha 3allIaxuTe.
Y. 7 [Tpu o6men Ha nHdopMaums ce usnonssa TLP (traffic light protocol)

[TLP-RED] — Camo 3a onpezneneHu noiay4aTesid: B KOHTEKITA Ha €lHA Cpella HalpHMep
uadopMaIMATa Ce OrpaHiyaBa JIo MPHCHCTBAIUTE Ha cpellaTa. B moBeyeTo ciy4an Tasu
vH(OpMaKs ce NMpeJaBa YCTHO I JIMYHO.

2. [TLP-AMBER] — OrpanuyeHo pasnpoCTpaHEHHe: Nojydare/iasT MoXe Aa Croje/ Tasu
uHpOpMalMs ¢ JPYrH XOpa OT OpPraHM3aluaATa, HO CaMO aKO € CMaseH MNPUHIMIBT
"HeoOXO0AMMOCT Aa ce 3Hae". UecTa nMpakTHKa € U3TOUHUKBT Ha MH(OpMALMATA 12 yTOUHH
Be{Hara cliell MapKHpOBKaTa Ha KOro Moxke Ja ce crojens vHpopMauuara Wi Ja
MpeIBUAM OIPAHHYEHHS Ha TOBA CIIOAENAHE. AKO MOJy4are)iaT Ha MHGOpMaUMATa HCKa 12
1 PasNpOCTPaHsBa, 3abIDKUTETHO TPA0BA 14 Ce KOHCYITHPA ¢ H3TOYHHKA.

3. [TLP-GREEN] - Illupoka obmHocT: uH(OpManusaTa B Ta3h KaTeropus Moxe Ja o€
pa3NpPOCTpaHABAHA IUMPOKO B paMKWTe Ha JajieHa OOmHOCT. Bblipexn ToBa
uadopManmaTa He Moxe Ja Obje MyOIMKyBaHa WM IIOCTBAHA B MHTEPHET, KaKTO M
HU3HacAHa U3BBLH 06].[_[]-100'1"’]‘3.

4, [TLP-WHITE] — HeorpaHuueHo: NpeIMET Ha CTaHAAPTHUTE NpaBuiia 3a aBTOPCKO Mpaso:

Tasu HHPOPMALMA MOXKE Ja Ce PasnpocTpaHsBa CBOGOHO, He3 orpaHuueHuUs.
Mpoexm ,,Cb3006aHe Ha MOJENU 30 ONMUMANHU GOMUHUCMPAMUBHU CMPYKMYpU HA obwjuHume”, 3a

npedocmaenaHe Ha 6e38b3Me30Ha PUHAHCOea nomouj no OnepamueHa Npozpoma LAo6po ynpaeneHue”,
couHarcupara om Eeponelickus colo3 vpes Esponeiickun coyuaneH ¢ghoH0.



EBPOMEMCKA ChIO3
EBPOMENCKA
COUMANEH ©OHA

OOBPO YHPABAEHIAE

Yn. 8 B O6GmuuaTa ce cnasBa NpenopbyMTE/HaTa Kiacupuiauus Ha WHPOpMauuaTa |

M3MCKBaHUA KbM MHPOPMALIMOHHMTE U KOMYHUKALMOHHUTE CHCTEMH 33 OCHT'YpSBaHE HA JOCTBIT

no unpopmauusaTa or Hapenbara:

L.

2

"Huro 0" obxBamia oTkpuTa 1 00moA0cThIIHA HHpOOMaLKA (Hanpumep nyOIMKyBaHa Ha

MHTEPHET CTPAHULMTE); MPeroiara aHOHMMHO MOJI3BaHe HAa HH(opMalMATa U JIMIICa Ha

CpeAcTBa 3a 3alluTa Ha KoHduaeHuManHocTTa i; otroBaps #a TLP-WHITE;

a.
b.

"Huso

OIMoBeCcTABaHETO Ha UHPpopMauua ¢ kKracuduranus "Huso 0" He e orpaHnyeHo;
W3TOYHMIIMTE MoraT Ja wu3mois3Bat kKiacupuxauus "Huro 0", koraro
uHpopMaLUATa HOCH MUHHUMAJICH WK HUKAKbB MPEJIBHAHM PHCK OT 3J10ynoTpeda,
B CBOTBETCTBHE C TPHIOKUMHTE TpaByja M MPOLEAYPH 3a NyOnM4YHO
OTOBECTABAHE,

NpY clia3BaHe Ha CTaHJApTHUTE NPaBHNa 33 aBTOPCKM Mpasa uHpopMauus
Kracupukauus "Huso 0" mosxe Ja ce pasnpocTpaHssa 63 orpaHMIeHHUs.

1"

crnojelIsiHeTo Ha uHpopMauus ¢ kiacudukauus "Huso 1" € orpaHu4eHo camo 10
JaneHa oomHoct: orrosapsa Ha TLP-GREEN;

M3TOYHMLMTE Morar Jja wusmonssar kinacupuxaims "Huso 1", korato
uadopMauMaTa € ToJe3Ha 3a HHPOPMHMPAHOCTTa HA BCHYKM Y4yacTBaLlM
OpraHu3ali1, KakTo H 3a MapTHHOPH OT IIHPOKaTa COLIHOCT HIIH CEKTOp:
noJiydareiuTe MOraT Ja CHoAenaT MHpopmauus ¢ kiacudukauus "Huso "e
NapTHLOPCKH OPraHU3allii B pAMKHTE Ha CBOA CEKTOP MK OOLIHOCT, HO He H upe3
06IUEeCTBEHO JOCTHIIHM KaHaid; MH(opMmaLyaTa B Ta3d KaTeropus MOXKe Ja ce
pasnpocTpaHiBa ].HHPOKO B JajcHa 061!.1HOCT, HO HE U U3EBH HEA;

W3HCKBaHUA KbM HH(POPMALIMOHHHUTE U KOMYHHKALIHOHHUTE CUCTEMHU:

JOCTBIIBT [0 TOYHO ompeaencHu oOektu ja Obje paspeliaBaH Ha TOYHO

OIPE/IC/ICHH OJI3BATEIIH;

Mpoexm ,,Cb3sdaeare HG modenu 3a ONMUMAAHY AOMUHUCMPAMUBHU CMPYKMypu Ha obuwuHume”, 3a

npedocmaeaHe Ha be38b3me3dHa huHaHcoea nomow no OnepamueHa npozpama .Jo€po ynpasneHue”,

coipuHaHcupara om Eeponelickus cbio3 vpe3 Esponetickus coyuaneH oHO.



EBPOMNEVICKM CHIO3
EBPONEVICKM
COUMANEH ¢0HA

[I0BPO YNPABAEHUE

f. noasBarc/imMTe ga ccC ld,EI,GHTl/l(bldL[HpaT, npcad aa M3bJHABAT KaKBMTO H Ja ca
JEeUCTBMA, KOHTPOJHMPAaHW OT CUCTeMara 3a JOCTHI; 33 YCTAHOBSBAaHE Ha
HACHTHYHOCTTA TpﬂﬁBa Ja cCc€ MU3MnoJidBa 3anmudred MEXaHu3sM OT  THIA
uaeHTH(UKaTOp/Mapoia; HAMa W3NCKBAHMA 3a JOKa3aTeICTBO 3a MIAEHTUYHOCTTA
NIpU pErUCTpaLys;

g. uaeHTuduIMpaniata uHpopmalus TpsaGBa Aa G'bJe 3ALIMTEHa OT HEPErJaMeHTUpaH
JIOCTBIT;

h. noBepuTenHara W3YMCAMTENHA CHCTeMa, T. €. (yHKUMOHANIHOCTTZ HA
uH(OpPMaLMOHHATA CHCTeMa, KOATO YIpaBJiisa A0CTbIA J0 PECYpCHTe, TpsAOBa fa
noaabpika obnacr 3a COOCTBEHOTO U3II'bJIHEHHE, 3aluTeHa OT BBHIIHH
BB3JICHCTBMS M OT ONKTH Jia CE CJIEM X0/a Ha paboTaTa;

i. MH(bOpMaLMOHHaTa cHcTeMa TPAGBa a pasnoiara ¢ TeXHHYECKH W/UIH IPOrpaMHH
CpeAcTBa, [MO3BONABAIM MEPHOJMYHO 1a Ce TpOBEpsABa KOPEKTHOCTTA Ha
KOMITOHCHTHTC Ha JIOBEPUTECIHATA H3YUCJIUTCTHA CUCTEMA,

j. 3aIMTHUTE MEXaHH3MHU TPAOBA Ja ca MPEMKHAJIM TECT, KOHTO Ja MOTBbPAM, “e€
HEOTOPHU3UPaH ION3BaTe]l HAMA OYEBH/HA BB3MONKHOCT Ja MOJYHH JOCTBI 10
AOBEpHUTETHATA HU3YUCIIUTEIHA CUCTEMA.

3. "Hugso 2"

a. pasnpocTpaHeHMeTo Ha MHpopMauus ¢ knacu@ukauus "Hueo 2" e paspeweHo
caMo B paMKHTE Ha OpraHU3alHuTe Ha y4acTHHLUTE, 00paboTBaLly, ChXPaHABAIIN
umu obmeHsmm vdopmausta; orroaps Ha TLP-AMBER ¢ nombinuTenHO
YTOYHEHHE 3a OrpaHHUYEHHE HA JI0CThIIA;

b. W3TOYHMLMTE MOraT Ja H3M0I3BaT  KiacHpuKauus "Hugo 2", Kkoraro
uadopManMaTa W3UCKBA 3aLINTa, 32 Ja Objie epeKTHBHO OOMeHeHa, U HOCH PUCK
32 HEMPUKOCHOBEHOCTTA Ha JIMUHMA JKHUBOT, PSIYTALMATA UM ONEPALMKTE, aKO ce

CNOAeNsA U3BBH CHhOTBETHUTE OpraHHu3aliiy,

Mpoerm ,,Cb3dasaHe Ha Modenu 30 ONMUManHU aOMUHUCMPamMUueHU CMpyKmypu Ha obwuHume”, 39
npedocmaenne Ha BesabamesdHa uHaHcosa nomow no OnepamueHa npozpama ,/loépo ynpasnerue”,
cbghuHaHcupaHa om Eeponelickua cbio3 upes Egponelickun coyuaneH goHO.



EBPOMNENACKA CBIO3
EBPONEVICKN [OBPO YNPABAEHME
COLMANEH ®OH

C. TomyuareauTe Morat ga cnoaeiat uHdopmanus ¢ knackuukanua "Huso 2" ¢
uJeHOBE Ha cOOCTBEHATa CHM OpraHu3alysg U ¢ NOTpedUTeNH WM KIHEHTH, KOUTO
TpsaGBa fAa ca 3amo3HAaTH C Hed, 32 Ja Ce 3allMTAT WIM Ja NpeJoTBpaTAT
JOMBbIHUTENIHH ILETH; U3TOUHMIIMTE UMAT MPaBOTO Ja ONPENe/AT AOMbIHUTCIHU
MJIaHMPaHK TPaHULIA Ha CTIOJEIIAHETO, KOMTO TPAOBA jla ce crasBar;

d. W3MCKBaHMA KbM MH(OPMALUOHHHTE M KOMYHHKAlMOHHHTE CHCTEMH — B
JOITBIHEHHE KBM M3UCKBAHUATA KBM MPEAULLIHOTO HUBO:

€. KaTo MEXaHW3bM 3d MPOBEPKa HA MACHTUYHOCTTA Jia C€ M3MI0JI3Ba YI0CTOBEPCHHE
3a EIEKTPOHEH MOAIHKC, HE3aBUCHMO JIaJi € U3/IaJIeHO 33 BTPEUIHOBEAOMCTBEHH
HYXIM B PAMKMTE Ha BBTPeIlHa MH(PACTPYKTypa Ha NyONMYHMS KIHOY, WM €
M31a7EHO OT BBHHIIEH JOCTABYMK HA YIOCTOBEPUTEIHU YCIIYTH,

f. npu u3gaBaHe Ha y/1O0CTOBEPEHHUETO U3/IABAILMAT OPraH NpoBEPABA CHILCCTBCHHTE
JAHHH 33 JMYHOCTTA Ha TMoj3Barens, Oe3 na € HeoOXOAUMO JIHYHOTO My
NPUCHCTBUE;

g. JOBepUTEHATA M3UMCIMTE]HA CUCTeMa TpsAbBa [a OCHrypu peanusaups Ha
NPHHYAATEITHO YIIpaBIeHHE Ha JOCTBIIA IO BCHUKH 0bexTH;

h. noBepuUTeNHAaTA M3YMCIMTEIIHA CHCTEMa TPAOBa ia OCHIypH B3aUMHA M30/alKA Ha
NpoLEeCUTE Ype3 pasieaaHe Ha aJIpECHUTE MM IPOCTPAHCTBA.

4. "Hugo 3"

a. uHdopmauus ¢ kiacupukauus "Hmeo 3" He ¢ 3a omoBecTABaHE W
pasnpoCTpaHeHHETO H € OrpaHHveHo camo 10 Y4aCTHULHTE, oGpaboTBallu,
ChXpaHsBally Wik 0OMeHAIH HHdopMalyaTa; OTroBaps Ha TLP-RED;

b. usroyHumuTe Morar ga msnomsBar  kiacuduxauus "Huso 3" koraro
undopmanmnaTa He Moke Ja Opae epexTHBHO OOMEHAHA C NPYrH CTpaHH H 6u
MOIJIa 1a IOBEJE J0 Bb3AEHCTBUA BbPXY HEMPHKOCHOBEHOCTTA HA JINYHHUA JKUBOT,

penyTaiysiTa Ui CNEPALMUTe Ha Ja/IeHa CTpaHa, ako ¢ Hes Ob1e 310y1oTpedeHo;

Mpoexrm ,,Cb3dasaHe Ha MOGeAU 3G ONMUMAnNHU AOMUHUCMPAMUBHU CMPYKMypu Ha obwuHume”, 3a
npedocmassare Ho 6e38b3Me30Ha HUHAHCO8A NOMOU] N0 OnepamusHa npozpama ,Jo€po ynipasneHue”,
cvpuHarcupaHa om Esponelickus cvio3s Ypes Eaponetickus coquaneH goHd.



NOBPO YNIPABAEHUE

C. TOJydYaTeIMTe He Morar ja crnogeiit nadopmaums, mapxapana ¢ "Huso 3", ¢
KOSAITO M J1a € CTpaHa M3BbH KOHKPETHHS 0OMeH, 00padoTKa WM ChXpaHeHHUE:
JOCTBIBT A0 MH(popMaluaTa ¢ knacudukauus "Huso 3" € orpaHu4eH camo [0
nMLaTa, yyacTBallM B oOpaGoTkara if; B MOBEYeTO ciydan HHGpOpMaLus ¢
kiacudukauus "Huso 3" Tpsabsa ja ce npejasa JIMUHO;

d. wmsucksauus kM HKT cucremutre — B JOOBJIHEHHE KBbM H3MCKBAHHATA KbM
NpeAUILHOTO HUBO:

€. Karo MEXaHW3bM 3a uaeHTH(UKALUA Ja CE U3MO0J3BA €IMHCTBEHO YA0CTOBEPEHHE
3a YHUBEpCa/leH €ICKTPOHEH MOIUC;

f. npwW u3aBaHe HAa YJOCTOBEPEHUETO Ja € rapaHTHpaHa Qu3ndeckara MICHTHIHOCT
Ha JIULETO;

g. JOBEpUTE/IHATA H3YHCIUTENHA chcTeMa TpiGEa a 0/1e ¢ mpoBepeHa YCTOHYMBOCT
KbM OTIHTH 3a POHUKBAHE;

h. KOMyHHMKamuaTa MeEXIy NOTpeOMTeNsd KM CHCTeMaTa Ja C€ OCBIUCCTBABA IO
KPHNTHPaHH KaHajlH, H3nons3samy nporokon Transport Layer Security (TLS) none
1.2, KaTo MHHMMAJIHATA TbUKHHA Ha KPHIITHpauus: Koy Tpsa6ea Aa e noue 256
Oura;

i. JoBepuTeNHATA M3YMCIMTE/HA CHCTEMA Jia MMa MEXaHHM3bM 33 pErUCTpaluA Ha

ONKTH 3a HapyllaBaHe MOJUTHKAaTa 3a CUT'YPHOCT.

PA3JIEJI 111
3AKJIIOYUTEJIHA PA3IIOPE/[BA
§ 1. PrkoBoauTenute 1 cayxurenute B O6wuHa Jhkebes ca Ur-iHH Jia [I03HABAT M Crasear

pasnopei0HTe Ha TE3H MpaBuIa.

§ 2. KOHTpOIBT Mo criasBaHe Ha MpaBuiaTa ce OCHIECTBABA OT (CekpeTaps Ha OO6uuHaTa UM

ONpeIEeJIEHOTO ChC 3aM0BE]L OTCOBOPHO JIULIE 3@ rapaHTHPaHe Ha MpeKoBaTa i VlH(i)OpMal.].I/IOHHaTa

Mpoexm ,Cb3daeare Ha MoOenu 50 ONMUMANHY QOMUHUCMPamMUBHU CmpyKmypu Ha o6wunume”, 3a
npedocmassaHe Ha 6e36b3Me30Ha PUHAHCOEA nomow, no OnepamueHa nNpozpama .Jo6po ynpaaneHue”,
cbuHaHcUpaHa om EeponelicKus Cbios 4pe3 Esponelickua coyuaneH ¢oHo.



EBPOIMEWCKA CHIO3
EBPONEMCKU [IOBPO YMPABAEHUE
COLMANEH &OHA

(?n(q;'!n B -

CHUTYPHOCT Ha M3noj3BaHuTe MHpopmauuonuu cuctemu B Obmuncka aamunuctpauusa hxeben.
JlonycTUMH ca JOIBJIHMTEIHA MEPKH ¥ MPOLELYPH, KOUTO ca Lie/echbodpasHu U HEOOXO0AUMH C

orJie; 3aliuTa Ha MHpOpMaLMATA.

§ 3. Hacrosmure BBHTpElIHM MNpaBWia ce pasriekaaT d OLEHABAT INEPUOJMYHO C Oriej
edexTuBHOCTTA MM, KaTo O6mMHa [Dkeben Moke Aa MpHeMa M Ipuara JA0bIHUTETHH MEPKH U

TpOLELyPH, KOKTO Ca LieiechoOpa3Hi U HeOOXOAUMH C Orien 3alKTaTa Ha HHpopMauusTa.

§ 4. Te3u npaeuJia ca pazpaborenu crriacHo Hapenba 3a MUHUMATHUTE M3UCKBAHMS 32 MPEXKOBA

1__9 £2,2020c,

¥ HHPOPMALIMOHHA CUT'YPHOCT H Ca YTBBP/IEHH ChC 3aMOBE/ HA KMeTa Ha o01HaTa Ne AR,

Mpoexkm , Cv3dasaHe Ha MOBenU 30 ONMUMAHU aOMUHUCMPAMUBHU CMPYKMYpU Ha 0BWuHuUme”, 3a
npedocmassHe Ha Ge3sbame3dHa GuUHAHCosa nomou no OnepamdeHa npozpama .Jo6po ynpaaneHue”,
chgpuHaHcupara om Eaponelickus cbio3 Ypes Eaponelickus coyuaneH ¢oH0.



